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Foreword by USAID 

Nowhere is cybersecurity more important than in the energy sector. 

Advancing energy access is central to our mission at the U.S. Agency for 

International Development (USAID). Modern energy services drive 

economic growth and power schools, hospitals, critical infrastructure, 

and essential services. The convergence of growing energy demand, 

integration of renewable energy technologies, and grid modernization 

continue to transform the energy sector.  

However,  as energy systems continue to advance technologically, they 

have become increasingly vulnerable to cyber-attacks. USAID is proud to 

partner with the United States Energy Association (USEA) to develop 

tools and resources to improve cybersecurity in the energy sector. And 

we are proud to release this Electricity Sector Cybersecurity and 

Digitalization Handbook as one of the key outputs of that collaboration. 

This handbook offers an introductory overview of the cyber landscape that utilities should be aware of. 

Our goal is to encourage our partners to integrate cybersecurity into the utility business processes 

which involve people, processes and technology, no matter where those utilities are in the world. One 

of the key messages of the handbook is that new technologies can help, but a trained, dedicated 

workforce and the processes they establish and enact are essential for staying on top of cybercrimes. It 

serves as a go-to manual for utility staff to start conversations with utility executives and boards of 

directors. 

USAID and our partners are grateful to all of the cyber and power sector experts who volunteered 

their time and expertise to present in the Digitalization and Cybersecurity Webinar series. I am 

confident that this handbook will be put into good use not only by utilities, but also by the broader 

institutions that are responsible for maintaining energy security.  

I would like to recognize the invaluable role the USEA played in this partnership over the past three 

decades. Special thanks to USEA’s Acting Executive Director Sheila Hollis for her continued support and 

engagement. 

Karl Fickenscher 

Acting Assistant Administrator 

Bureau for Development, Democracy, and Innovation 

United States Agency for International Development 
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Letter from the Acting Executive Director, USEA 

As the Acting Executive Director of the U.S. Energy Association, it is my 

honor to say a few words about this Cybersecurity Handbook and its 

importance to the energy industry domestically and internationally.  

Under our Energy Utility Partnership Program (EUPP), we work with the 

U.S. Agency for International Development (USAID) to improve energy 

security and clean energy access in USAID-partner countries by 

providing capacity building to local utilities. As part of this work, USEA 

conducted a series of webinars on cybersecurity. To share the valuable 

information that experts across the U.S. and the world so generously 

imparted to the webinar participants, we are producing this Handbook as 

a write up of these webinars. 

This is a topic of critical importance to the energy industry as utilities are always susceptible to elements 

which may cause harm to their infrastructure. But the topic of cybersecurity is also extremely daunting 

to those outside of the cybersecurity industry. Even more so for utilities that might not have the 

manpower or financial resources to dedicate to cybersecurity. One motive for this Handbook is thus to 

simplify this process by providing an overview of what is available, what is necessary, identifying free 

resources, potential solutions, and ideas on how to get started. 

Although the webinars were on different topics, the report highlights a number of consistent themes 

among them. These include: 

• The trade-off between digitalization and cybersecurity: Digitalization delivers tremendous benefits 

but brings with it new risks that are best addressed as early as possible. 

• Start somewhere: A mature cybersecurity program is not going to be built in a day, so start 

somewhere (e.g., checklist in this report, and the free/paid resources referenced).  

• Leadership buy-in: Taking steps to improve cybersecurity will require strategic planning, which is 

best coming from the leadership. 

• Build processes: Processes ensure that you revisit issues rather than develop something that’s 

never used. 

• Invest in your people: Training and exercises are key, and they work best when done routinely.  

• Develop trusted networks: Reach out to peers, regulators, and other stakeholders before an 

incident to develop relationships.  

I am deeply grateful for the generous participation of an army of utility and cybersecurity experts for the 

immense amount of work and wisdom set forth in this effort, and to USAID for funding. I would also 

like to express my profound gratitude to Energetics, a company with a quite amazing conjunction of 

experience for putting together a handbook that I am confident will enable its readers to begin, or 

advance, their journey to a more cybersecure energy industry! 

Sheila Hollis 

Acting Executive Director 

United States Energy Association 
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Executive Summary 
Many companies are slow to acknowledge the risks of cybersecurity, often waiting until a cybersecurity 

incident causes a crisis, forcing them to act. However, it is a near-universal truth that the response to 

such a crisis will be cheaper and more effective if an organization has prepared for such an eventuality. 

With the right policies and investments, organizations can improve their security posture, reduce the 

risk of cyberattack, and—if an attack does occur—minimize its impacts. 

While all businesses should address the potential impacts of a cyberattack, utilities must also consider 

the cyber–physical consequences. Utilities rely on operational technology (OT)—the systems and 

devices that control the physical operation of delivering power to customers. Hackers may seek to 

access these cyber–physical devices and cause safety issues, interrupt service, and/or destroy physical 

assets; the likelihood of a successful attack depends, in part, on how the OT networks are built and 

managed. The potential threat to energy delivery elevates cybersecurity above a normal business 

concern to an issue of national interest. 

This Electricity Sector Cybersecurity and Digitalization Handbook provides a comprehensive 

introduction to the cybersecurity threats, vulnerabilities, and risks that modern power sector utilities 

face. The Handbook also introduces potential solutions to these concerns. While the Handbook’s 

primary audience is utility staff, the information should also be relevant to energy sector regulators and 

government officials who are in a position to provide utilities in their regions with guidance, incentives, 

and funding to address cybersecurity. 

Integrating Cybersecurity into the Utility Business Model 

Cybersecurity investments, in general, do not generate revenue. Their purpose is to protect revenue-

generating assets and ensure the availability of those assets. Cybersecurity’s role in protecting utility OT 

began taking on importance only recently—but is quickly becoming vital.  

As digitalization trends accelerate and utilities integrate remote digital connections to formerly analog 

equipment, cybersecurity risks become a key concern. Over time, OT has been optimized through 

increasing connectedness and visibility into systems, moving from manual control, to wide-area control, 

to a future highly connected state (smart connected systems, the Internet of Things [IoT]), with data 

going throughout and outside the system (e.g., to vendors). The advanced functionality from 

digitalization delivers tremendous value to utilities, but it also introduces cybersecurity risks. The ability 

to make changes to the grid via a computer—that is, a human–machine interface (HMI)—could be 

abused by cyber intruders if they gain access to these systems.  

In addition, the generation mix is changing to incorporate more distributed energy resources, making 

control over the grid more complicated. To maintain safe and reliable electricity delivery, utilities must 

gain visibility into what is happening on the grid and improve the ability to manage assets. 

The 2015 cyberattacks on a distribution utility in Ukraine unequivocally demonstrated the vulnerabilities 

introduced through digital advances. Attackers used the functionality of the controller to cause power 

outages and then sought to destroy the machines so the affected utility could not respond. How would 

your utility fare in this scenario? 

It might seem far-fetched that an attack like the one in Ukraine would be carried out against you—and 

indeed, the probability of such an attack may be low. However, good risk management practices call for 

weighing the likelihood of an attack against its potential impacts, and the impacts of a cyberbreach could 

be catastrophic—not only to your utility (which could suffer functional, economic, and reputational 

damage) but also to public safety, regional security, and the regional economy.  
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Where a large-scale attack is unlikely, utilities are vulnerable to common cyber incidents resulting from 

outsiders probing utility networks for weaknesses. These actors have wide-ranging motivations, from ill-

advised curiosity (e.g., irresponsible individuals testing their own hacking capabilities) to ill-gotten gains 

(e.g., enterprises expecting to extract a ransom) to malice (e.g., a terrorist actor targeting utilities as 

part of a broader campaign).  

Regardless of their purpose, adversaries have access to increasingly effective and innovative tools and 

techniques. Will your detection and response capabilities match these risks over time? 

One of the most effective ways to integrate cybersecurity into your operations is to foster a culture of 

security from the executive leadership down through all levels of staff. A security culture encourages 

conversations and coordination across company segments about security issues, especially between 

information technology (IT) staff and OT staff. Increasing communication can be a low-cost way to begin 

to understand and address cybersecurity risks. A security culture also ingrains staff with knowledge and 

behavior patterns that protect utility systems. In short, a security culture leads to fewer cyber incidents. 

Assessing Cybersecurity and Developing Plans 

There are many frameworks to assess your cybersecurity posture, capabilities, or maturity and develop 

plans for improvement. Some of the most well-known are summarized in chapters that follow. The 

details of each framework differ, but they tend to follow the same three steps:  

1. Current state assessment: Where are we now? 

2. Desired future state: Where do we want to be? 

3. Gap analysis and prioritization: How do we get there from here? 

Selecting a cybersecurity framework (i.e., identifying the “right” framework) is less important than 

getting started. The frameworks are simply tools to help you understand your current status, set future 

goals, and develop the roadmap to attain those goals. 

Developing the technical details of a cybersecurity roadmap can be challenging, especially for those new 

to cybersecurity. Making cybersecurity investments can resemble the old adage about advertising: “Half 

the money I spend on advertising is wasted; the trouble is, I don't know which half.” Which 

cybersecurity technology or policy is really going to add value?  

To help with decision-making, this Handbook dedicates several sections to identifying and protecting 

your most important assets. The Handbook also explains the role of measurement and metrics in 

confirming or adjusting those decisions. As your organization matures beyond the basics, you will learn 

to recognize potential threats, potential impacts, and internal vulnerabilities…and to prioritize 

accordingly. 

Implementing Cybersecurity Controls 

The first steps you take to improve your cybersecurity capabilities usually have the biggest impacts, 

reducing risks more substantially than subsequent activities do. As your organization matures and 

capabilities advance, additional improvements result in less risk reduction, and decisions may require 

more consideration of your organization’s specific objectives. For utilities, the most important 

operational and security objectives usually focus on the OT. 

OT differs from IT in that OT must be operational 24–7 with limited, scheduled downtime. Also, OT 

has a lifecycle of up to 30 years and so is not readily replaceable, and the threats may have changed 

significantly since the OT was deployed. Many of the technologies we expect to see in the IT arena will 

not be applicable to OT technologies. In addition, traditional IT security practices (e.g., encryption, 
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patching, anti-virus, and vulnerability scanning) will not suffice for—or even apply to—OT environments. 

For a cybersecurity strategy to be effective, organizations need to be mindful of their environments—

what works and what doesn’t, based on what they’re trying to protect. 

As noted above, strategies must address not only OT and IT tools and technologies but also staff 

contributions. Implementing cybersecurity controls is often thought of as purely technical: new 

hardware and software to upgrade firewalls and deploy intrusion detection systems. But the people and 

processes that make up your organization are equally important. All three—people, processes, and 

technology—need to be coordinated as you implement a cybersecurity roadmap to achieve operational, 

security, and compliance objectives. 

Regulations, Standards, and Best Practices 

Regulations and standards are effective tools for authoritative bodies (government and regulatory 

agencies) to provide incentives for utilities to improve their cybersecurity practices. Those countries 

embarking on new efforts to create such laws and regulations may wish to consult prominent examples 

of regulatory schemes and security standards. The North American Electric Reliability Corporation 

(NERC) promulgates its critical infrastructure protection (CIP) standards, which are widely required and 

used in the United States. In the European Union, International Information Security Standard ISO/IEC 

27001 is commonly applied. 

Whatever example regulators follow, they need to work with utilities to understand their specific 

situations and needs and use this information to shape regulatory frameworks.  

Information Sharing and Communication 

Developing a cybersecurity strategy is challenging, but with the right people on board, even the most 

resource-strapped organizations can make change. Identifying a cybersecurity “champion”—someone 

who will take the lead and promote the effort—can be a strong first step. A dedicated team can 

document where you are and where you are headed (i.e., an assessment and a roadmap). Leadership 

buy-in may be needed to move forward and gain commitment to investing in the necessary changes to 

improve security throughout the organization. Leadership can also help steer toward a culture of 

security, ensuring change that endures. Employee training communicates the importance of security 

throughout the organization. Exercises test the efficacy of changes and identify weak points to fortify and 

unnecessary actions to discontinue. 

As your organization develops more mature capabilities, you can begin to tailor your cybersecurity 

program to address the most prominent threats and to react quickly to new threats. Information-

sharing networks help to keep you informed about the latest developments and indicators of 

compromise. Utilities should develop trusted networks so that they can benefit from the knowledge and 

experience of peers, regulators, and other stakeholders to improve prevention and detection strategies.  

When a cyber incident takes place, response efforts will involve a wide range of stakeholders: the 

internal security team, third-party security contractors, regulators, insurers, law enforcement, and 

others. The best time to build relationships with these stakeholders is before the incident occurs. 

Final Words 

Solutions should be tailored to your utility’s specific needs because your utility is unique. There are no 

“silver bullets” to cybersecurity. It takes time to understand risks and effort to mitigate them. This 

handbook was developed to help guide the way.
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Chapter 1: Introduction 
Utilities gain many benefits from digitalization and increased control over grid assets. Such advances can 

help utilities reduce outage times, incorporate more distributed energy resources, and operate more 

efficiently. However, digitally connected infrastructure can also introduce vulnerabilities into grid 

operations, changing the risks that utilities face. Digitalization creates opportunities for adversaries to 

have far greater impact through remote connections than ever before.  

The risks can be managed. But it takes some commitment. 

Developing and implementing a cybersecurity strategy is challenging, especially for those new to the 

field. To some degree, the key is just to get started and learn as you go (i.e., you must crawl before you 

can walk, and walk before you can run). As you will find throughout this Handbook, cybersecurity 

practices are often described with “maturity models.” A maturity model describes a process of starting 

somewhere and building up as you gain experience. When it comes to making an organization more 

secure, it is acceptable to start from a crawl, as long as you keep moving forward and commit to taking 

proactive steps. 

Many organizations have some experience with cybersecurity to protect their information technology 

(IT)—the computers, servers, and networks—that enables their business operations. Utilities have an 

added layer of complexity as they connect their operations technology (OT)—the sensors, actuators, 

controllers, and computers—that controls their grid equipment. Often, this equipment cannot be 

protected with the same practices used on the IT side because of up-time requirements, the age of the 

equipment, or other factors. 

The people, processes, and technology within the organization are all key components to improving its 

security. Technology alone will not ensure protection, especially for legacy equipment that may not be 

compatible with modern technology. Staff must be made aware of potential cybersecurity risks and 

trained to recognize those risks. Processes can also help to mitigate risks by guiding people to best 

practices and helping them to make good decisions. Processes can also ensure that the organization 

establishes a culture of security with continual improvement, rather than making one-off efforts.  

That level of commitment often requires leadership buy-in. As is the case for other staff, leadership must 

be aware of cybersecurity risks—not only to ensure security protocols are followed but also to inform 

decision-making. With a clear understanding of the cybersecurity risks faced by an organization, 

leadership is best positioned to make the types of strategic decisions about how to mitigate (or accept) 

these risks.  

This Handbook introduces the cybersecurity landscape that modern utilities must navigate. The intended 

audience ranges from the concerned utility employee, to the utility “C-suite” and board of directors, to 

energy sector regulators and government officials who provide guidance, incentives, and funding to the 

utilities in their region, thus helping them to implement adequate cybersecurity measures that meet 

contemporary threats. 
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ORGANIZATION OF THIS HANDBOOK 

The chapters in this handbook were developed based on the webinar series, hosted by the United States 

Energy Association (USEA) and the U.S. Agency for International Development (USAID), where industry 

experts explained cybersecurity topics important to utilities. While the majority of these summaries are 

written with a novice utility in mind, a broader audience may find value, including regulators, policy 

makers, and other government officials.  

• Chapter 2: Integrating Cybersecurity into the Utility Business Model covers the importance of 

cybersecurity to all aspects of a modern, or modernizing, utility. Digitalizing utility operations 

and integrating distributed energy resources deliver tremendous benefits to utilities, but these 

strategic imperatives bring with them new risks that require similar strategic management to 

address. This chapter should be useful utility leadership as well as all levels of staff. 

• Chapter 3: Assessing Cybersecurity and Developing Plans cover some more details to help utilities 

delve into cybersecurity. Sections of this chapter cover assessment frameworks and approaches 

to developing a cybersecurity program. This chapter is targeted to staff developing their utility’s 

cybersecurity program as well as utility leadership. 

• Chapter 4: Implementing Cybersecurity Controls looks at some of the considerations utilities need 

to consider around their industrial control systems, data protection, and their supply chains. 

This chapter is likely most relevant to staff implementing their utility’s cybersecurity program. 

• Chapter 5: Regulations, Standards, and Best Practices introduces the regulations and standards used 

in the United States, the European Union, and elsewhere. This chapter should be useful to both 

utilities and their regulators who must figure out how cybersecurity requirements affect the 

utilities.  

• Chapter 6: Information Sharing and Communication looks at how to tap into and build up 

communities around cybersecurity so that you can learn from others and share information to 

improve your defenses and preparedness. This chapter is relevant to all stakeholder in the 

electric power sector. 

A checklist of actions recommended in the webinars is also included as Appendix A. A list of the 

resources recommended by the cybersecurity experts who presented during the webinars is available at 

the end of each section, and compiled in Appendix B. A glossary with definitions for some common 

terms is presented in Appendix C. 

GETTING STARTED 

For organizations that are just beginning to consider the cybersecurity implications of their decisions, 

the task ahead can seem daunting. You have to start somewhere, and it has to start with someone. If 

you are reading this, you may be the one that takes the first steps to improve the security posture of 

your organization. 
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STRATEGIES FOR INTELLIGENCE INTEGRATION: CONNECTIONS 

BETWEEN DIGITALIZATION AND CYBERSECURITY 

Definition of the Topic  Webinar Speakers 

This section discusses the need for cybersecurity in 

utilities as they seek the benefits of digitization of electrical 

grid operations to both utilities and consumers. 

Digitalization and cybersecurity cannot be done separately, 

with cybersecurity as an afterthought 

 ➢ Michael Jung, Grid 

Modernization Policy Expert 

➢ Miles Keogh, Executive 

Director, National Association of 

Clean Air Agencies (NACAA) 

View this webinar 

The Grid Today vs A Smarter Grid 

Despite modernization, the purpose of the electric grid remains the same: to provide power from the 

generation point to the end user. Utilities need to keep the lights on for their customers. How electric 

grids accomplish this fundamental goal, however, changes over time as utilities digitalize their services. 

Utilities today have many more options to manage their assets—the generation, transmission, 

distribution, and control infrastructure—that support the essential function of providing power to 

customers. By analogy, an analog grid is like playing checkers—simple pieces that all move in similar, 

limited moves. The intelligent grid is like playing chess—a variety of pieces each with their own function 

that integrate into a coherent team. But both games are played on the same board. Analog and digital 

grid equipment both serve to deliver power, but the new digital technologies are capable of many more 

functions and much finer control than previous generation’s technology. 

Digitalization of the grid typically means adding communication channels that were previously 

impossible. The term “cyber” is often used to refer to these new digital connections that allow devices 

to generate, transmit, and receive messages across these channels. Messages may include data, but they 

may also include commands that devices can execute. Communicating data does not add intelligence to 

the system by itself; intelligence only exists where someone or something can act based on the data that 

is communicated. In some cases, that may mean adding translation to the data so that two devices that 

do not speak the same languages can still communicate.  

Communication happens in analog grids largely by measuring the flow of electricity. Grid operators can 

use this information to understand the state of the grid and react appropriately to ramp generation up 

Secure 

Sender 

Data 

Secure 

Receiver Channel 

Data 

Intruder 

Control, Data Messages 

Figure 1. Diagram of communication channels to transmit and receive data 

(Source: Miles Keogh and Michael Jung) 

https://usea.org/profile/michael-jung
https://usea.org/profile/miles-keogh
https://usea.org/event/strategies-intelligence-integration-connections-between-digitalization-and-cybersecurity
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or down, or to identify and locate outages. These methods can be slow and imprecise. With 

digitalization, new communication channels enable operators to know why power flows the way it does 

and can open new opportunities to manage and optimize the grid more effectively. With new devices 

like advanced metering, building energy management systems, distributed energy resources (DERs), and 

renewable generation, the complexity of the grid and the importance of intelligent grid management 

increase. 

Digitalization is already common in multiple industries including telephony, airlines, banking, and 

entertainment and has enabled new services and business models. Today, phone calls are connected 

automatically from virtually anywhere; airline passengers can book and manage their own tickets; 

customers can manage their money online; and people stream digital content from their homes in ways 

never before seen.  

In the electric grid, digitalization improves grid operators’ ability to deliver reliable and affordable power 

with dispatchable generation more effectives. Digitalization also enables them to provide even more 

services like incorporating renewables, improving sustainability, and improving power quality to meet 

increasing customer expectations. However, new capabilities bring new and unique risks. 

Unique Risks from Grid Intelligence 

Digitalization adds value, but it also adds and changes the risk. Cybersecurity is needed to manage that 

risk. New communication channels enable greater control of the grid infrastructure, but intruders may 

abuse these channels for their own nefarious purposes. More broadly, human error can also propagate 

through these new communication channels. Protecting the smart grid means protecting the electrical 

infrastructure, the control systems, and the conventional information technology (IT) systems that 

comprise the smart grid. Table 1, below, compares requirements for IT and control systems. 

Control systems, an example of operational technology (OT), are the devices and controls that enable 

grid operators to manage the grid. These systems include human-machine interfaces (HMIs) that staff 

use in a control center, wired and wireless networks that provide the communication channel to 

remote devices, and the remote devices that control field devices like sensors and valves. These remote 

devices act like tiny, inexpensive brains for analog equipment. The controllers not only make the 

generation, transmission, and receipt of data possible, but they also enable automated actions based on 

that data. 

Table 1. Comparing and contrasting information technology and control systems. (Source: Miles Keogh and Michael Jung) 

 
INFORMATION 

TECHNOLOGY 
CONTROL SYSTEMS 

Anti-virus Common and widely used Uncommon or impossible to deploy 

Technology Lifetime 3-5 years Up to 20 years 

Application of Software 

Patches 

Regular/scheduled Slow (vendor specific) 

Time Critical Content Delays generally acceptable Timely content is critical to safety 

Availability Minor interruptions acceptable Unscheduled outages unacceptable 

Physical Security Typically secure Often remote and unmanned 
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Adding intelligence into generation, transmission, distribution, business operations, and end-uses 

significantly changes the way each segment can operate. At generation, more intelligent control 

improves load following abilities, allows operators to respond to market actions, and to integrate a 

wider range of generation resources. In transmission, more intelligence can optimize performance and 

allow for delivery of more power (i.e., higher revenues) from the infrastructure in place. At the 

distribution level, more intelligence is essential to improving outage detection and management, 

improving energy efficiency, and enhancing customer engagement. Online billing and customer 

management are easier with a more intelligent grid. Long-term planning to balance generation, 

transmission, and distribution network investments or implementing lowest cost options like distributed 

generation or demand response instead of building large, new generation are also enabled by intelligent 

infrastructure. 

Types of Cyber Intrusions 

Grid operators should be aware of a wide range of potential cyber attacks. These attacks vary greatly in 

the frequency that they might happen and in the consequences they might have if successful. 

Unfortunately, even simple attacks can be devastating if you are not prepared for them. Some of the 

most common types of attempted intrusions and attacks include: 

• Phishing emails: Emails that attempt to convince an employee to click a malicious link. These 

emails are still incredibly common because they still work. 

• Denial-of-service attacks: An attacker interrupts the availability of a network device by 

overwhelming it with digital attempts at communication with that device 

• Man-in-the-middle attacks: An attacker imitates a legitimate connection 

• Ransomware: Also known as encryption attacks; attackers encrypt data and demand a ransom 

to unencrypt it 

• Data corruption attacks: An attacker introduces errors into a database, potentially making 

the database unusable 

• Social engineering attacks: Attackers use information about you or your organization to 

convince you they are not attackers. 

For utilities, one specific vulnerability lies in the visualizations operators rely on to control the grid. An 

attacker could convince the grid operators to take actions they shouldn’t by changing the data reported 

in the visualizations. Fortunately, tools and techniques exist to defend against all these types of attacks 

and more. 

Tools to Help Manage the Risk 

Managing risks works better if you manage them from 

the start. Integrating cybersecurity early in the grid 

modernization process avoids creating vulnerabilities 

that are hard to mitigate later on, so you can take 

advantage of the benefits of grid modernization while 

minimizing any potential downside. 

Integrating cybersecurity into new digitalized operations means developing processes that will look for 

potential risks, evaluate them, and address them. A process is versatile in a way a cybersecurity product 

is not. A process will help to manage risks even as the risks change because the infrastructure expands. 

Steps to manage risks are discussed throughout the remainder of this handbook. Some of the tools that 

will be introduced include: 

“Manage risks by baking in 

cybersecurity rather than 

trying to bolt it on” 

—Michael Jung 
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• Planning frameworks (e.g., NIST Cybersecurity Framework) 

• Risk assessment tools (e.g., ES-C2M2) 

• Standards for compliance (e.g., NERC Cyber Standards) 

• Best practices (e.g., SCADA procurement standard language) 

Ultimately, the most important step is to acknowledge risks and try to manage them rather than 

pretending they do not exist. Cost effectiveness is an important question when considering how to 

manage risks. As a general rule, the cost of protection should be less than the value of the data you are 

protecting. That data should be less expensive than the price of a successful attack. Defense in depth is 

another useful paradigm. Defense in depth means incorporating defenses and protection at multiple 

levels, not just at the edge of the network. 
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BUILDING BLOCKS TO SUPPORT CYBERSECURITY IN THE POWER 

SECTOR 

Definition of the Topic  Webinar Speakers 

This section presents a set of “building blocks” for a 

power sector company to construct a cybersecurity 

framework within their organization. The building blocks 

include internal (e.g., technical controls and planning) and 

external (e.g., regulations) factors that come into play 

when establishing a cybersecurity framework. 

 ➢ Maurice Martin, Senior 

Cybersecurity Research Leader, 

National Renewable Energy 

Laboratory (NREL) 

➢ James Elsworth, Research 

Engineer, NREL 

View this webinar 

All businesses have to think about potential impacts of a cyberattack (e.g., data theft), but utilities also 

have to think about the cyber–physical consequences. Hackers can access cyber–physical devices (i.e., 

devices controlled by computers) and cause safety issues, interrupt service, and/or destroy physical 

assets. These concerns elevate cybersecurity above a normal business concern to an issue of national 

interest. 

The Building Blocks 

Figure 2 shows the building blocks and the text below explains what the blocks represent.  

Governance: Functions that happen at the high-ranking, decision-making level of the organization. 

Those functions take information about what is required from a regulatory standpoint and then make 

decisions in terms of resource allocation, business objectives, and risk. 

 

Figure 2. The building blocks. Solid green blocks are functional elements within the utility; graded blocks are external—but both 

encompass multiple entities. (Source: Maurice Martin, NREL) 

  

https://usea.org/event/building-blocks-support-cybersecurity-power-sector
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Organizational Security Policy: Functions that turn the thinking from governance into a series of 

documents that define what the organization will do in terms of cybersecurity, how the organization will 

do it, and who is responsible. This building block touches on almost all others and shares information 

broadly. Actions required in this block are to: 

• Create organizational policy 

• Vet the policy with all stakeholders (including technical staff) 

• Ensure periodic reviews (critical, as cybersecurity is a moving target—technology is always 

changing, and hackers are always improving) 

Laws & Regulations: An external building block. The governing body will pronounce laws that are 

high-level strategic expressions of national priorities, and a regulatory agency will add detail (including 

how compliance will be determined) and serve as an interface to the utility (e.g., performing audits and 

getting feedback about the regulatory program). 

• The best regulatory programs happen through cooperation between government and utilities. 

Compliance: The utility’s implementation of regulations. 

Compliance staff interpret regulations in the context of the 

specific utility, identify all applicable laws and regulations, and 

feed the requirements into the Organizational Security 

Policy. Actions may also include selecting a security 

framework and/or risk methodology. Documentation and 

metrics are key to compliance, both to track internal needs 

and actions and to share with the regulating entity as 

compliance confirmation. 

Risk Management: The process of balancing risks and understanding consequences. This building 

block considers governance-level objectives and requirements and information about the threat 

landscape to produce ideas for the Organizational Security Policy.  

• Threat landscape: Information gleaned from trustworthy external sources (e.g., vendors, 

government agencies, law enforcement) to identify threats (e.g., hacks), threat actors (e.g., 

internal dissidents, foreign governments), tools for cyberattack, and vulnerabilities to 

cyberattack. Information sources can be free or paid subscription, and general or sector-specific; 

a mix of source types is recommended.  

• Business impact analysis: The process of discovering which business functions are critical, 

what the dependencies between functions are, and how vulnerable the critical functions are. The 

analysis includes the following steps: 

o Select individuals for data-gathering 

o Create data-gathering tools 

o Identify the company’s critical business functions 

o Identify the resources these functions depend upon 

o Calculate how long these functions can survive without these resources 

o Identify vulnerability and threats to these functions 

o Calculate risk for each different business function 

o Document findings and report to management 

Compliance vs Security 

Regulations compel utilities to take 

certain actions to reduce risk, but there is 

always residual risk. Each organization 

should look beyond compliance and 

identify its risk tolerance and address 

threats to its continued operations.  
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Technical Controls: The technologies used to enact cyber defense (e.g., firewalls). This building block 

selects a security architecture, categories of controls to apply to the system, and vendors. All controls 

have to be installed, operated, and periodically updated. Procurement itself—ensuring new devices do 

not arrive already compromised—is an issue gaining growing global attention. 

Incident Response: Actions taken following a cyberattack. It is critical to prepare and rehearse plans 

before an attack takes place. Plans must be developed for restoration and recovery, communication, and 

reporting. Communication includes internal communication (e.g., phone trees), law enforcement 

agencies that should be notified, and communication with the press. 

Education: Ways to educate staff about proper cyber hygiene and best practices. The importance of 

this building block should not be underestimated; for example, an uninformed staff member opening a 

corrupt email attachment remains the most common vector for cyberattack. All staff must be educated; 

decision-makers require a higher level of education, and technical staff require specialized training. 

• Establish a time for the training, gather staff (whether for a presentation or pre-recorded 

webinar), and follow up with testing (e.g., fake phishing emails to try to trick staff into clicking on 

attachments). There should be an escalating series of consequences for staff who do not 

practice cyber hygiene. 

Key Knowledge Resources to Support Work on the Building 

Blocks 

➢ Information Security Management Standard: ISO/IEC 27001 (See also Cybersecurity Standards and 

Best Practices: Utilities and ISO 27001 in Chapter 5.) 

➢ Cyber Governance: Control Objectives for Information and Related Technology (COBIT) 

➢ Framework for Setting Organizational Priorities: NIST Cybersecurity Framework 

➢ Security Controls: CIS Critical Security Controls for Effective Cyber Defense  

➢ Guidelines for Energy Regulators: Evaluating the Prudency of Cybersecurity Investments 

➢ Industrial Security Standard: ANSI/ISA 62443-2-1 

➢ System Security Standard: ANSI/ISA 62443-3-3 

➢ NREL, Cybersecurity and Distributed Energy Systems: Distributed Energy 

➢ U.S. DOE, Cybersecurity Procurement Language for Energy Delivery Systems 

Examples (not necessarily endorsements) of Cyber Threat Intelligence (CTI) Sources 

➢ Spamhaus Project 

➢ SANS Internet Storm Center 

➢ ICS Cyber Emergency Response Team 

➢ RSA 

➢ National Council of ISACS 

Actionable Steps 

✓ Start the building blocks with Governance. Get decision-makers—the board of directors, 

executives—thinking about a cybersecurity program. 

✓ Education is the quickest way to reduce cyber vulnerabilities. Teach staff to adhere to best 

practices. 

o Establish a time for the training, gather staff (whether for a presentation or pre-

recorded webinar), and follow up with testing (e.g., fake phishing emails to try to trick 

https://www.iso.org/isoiec-27001-information-security.html
https://www.isaca.org/resources/cobit
https://www.nist.gov/cyberframework
https://www.cisecurity.org/
https://pubs.naruc.org/pub/9865ECB8-155D-0A36-311A-9FEFE6DBD077
https://global.ihs.com/doc_detail.cfm?document_name=ISA%2062443%2D2%2D1&item_s_key=00517697
https://www.isa.org/store/ansi/isa-62443-3-3-990303-2013-security-for-industrial-automation-and-control-systems-part-3-3-system-security-requirements-and-security-levels/116785
https://www.nrel.gov/docs/fy20osti/76307.pdf
https://www.energy.gov/sites/prod/files/2014/04/f15/CybersecProcurementLanguage-EnergyDeliverySystems_040714_fin.pdf
http://www.spamhaus.org/
https://isc.sans.edu/
https://us-cert.cisa.gov/ics
http://www.rsa.com/
http://www.nationalisacs.org/
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staff into clicking on attachments). There should be an escalating series of consequences 

for staff who do not practice cyber hygiene. 

✓ Create a series of documents (Organizational Security Policy) that define what the organization 

will do in terms of cybersecurity, how the organization will do it, and who is responsible.  

o Create the policy 

o Vet the policy with all stakeholders (including technical staff) 

o Ensure periodic reviews 

✓ Establish a security framework and/or risk methodology, as well as a system for documentation 

and metrics to track compliance. 

✓ Conduct a business impact analysis that considers the threat landscape vs. the utility’s 

vulnerabilities and use the analysis to inform risk management decisions. 

✓ Select a security architecture, categories of controls to apply to the system, and vendors. All 

controls have to be installed, operated, and periodically updated. 

✓ Prepare incident response plans before an attack takes place. Plans must be developed for 

restoration and recovery, communication, and reporting.  

o Rehearse the plans periodically (e.g., using tabletop exercises), and make sure new staff 

are acquainted with their roles and responsibilities. 

✓ If needed, reach out to stakeholders (such as regulators) about possible resources (e.g., grants) 

that could be made available for cybersecurity support. Electricity delivery is an essential service, 

so it’s to everyone’s benefit that supply remain secure. 

 

  

“All businesses have to think about the impacts of cyberattack… This is true of 

every business now. No one gets away without having to think about these 

things.” 

—Maurice Martin, National Renewable Energy Laboratory 
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THE CORPORATE CULTURE AND THE IMPORTANCE OF CYBER 

HYGIENE 

Definition of the Topic  Webinar Speakers 

This section discusses how cybersecurity culture in the 

utility workforce plays a big role in reducing cyber 

vulnerabilities. The section also discusses how utilities 

can cultivate a cybersecurity culture as a part of 

corporate change management. Finally, some key 

elements of cyber hygiene—basic consensus security 

practices—are presented. 

 ➢ Andy Bochman, Senior Grid 

Strategist, Idaho National Laboratory 

(INL) 

➢ Christopher James Leigh, 

Director and Chief of Information 

Security Officer, Eversource Energy 

View this webinar 

Corporate culture comes from the shared set of values, attitudes, standards, and beliefs instilled in an 

organization through its leadership. The corporate culture reflects the organization’s goals, strategies, 

structure, and approaches to its operations and its customers. Corporate culture is an essential 

component in a business’s ultimate success or failure. 

Deploying new cybersecurity technology and software will improve security, but the weakest link is 

always the person involved. Organizations cannot eliminate risk, but they can reduce it by investing in a 

culture of security. Investing in a culture of security is as important as investing in the tools that security 

personnel use. 

A culture of security is similar to the culture of safety when working with physical grid assets. 

Technicians understand the capabilities and dangers of the equipment they work on and take 

appropriate precautions, sometimes because of regulatory or legal requirements, to protect their own 

health and safety. Similarly, with a culture of cybersecurity, any user within the organization should 

understand some of the risks and common threats they might encounter, like phishing emails, and take 

appropriate precautions, like maintaining a healthy skepticism of any email that seems out of the 

ordinary. Organizations fail to develop a culture of security when they do not foster it; if they do not 

understand the need for a culture of security, they will not communicate it to their employees. 

The benefits of a culture of security redound to the organization. A culture of security leads to fewer 

cyber incidents. For example, when employees are better at catching phishing emails or recognizing a 

malicious or compromised website, they save you money in the long run because clicking on a malicious 

link has tremendous associated lost productivity costs. 

Security Governance 

Cybersecurity is a strategic-level risk. Because an organization’s leadership are best situated to 

implement strategic decisions on behalf of the organization, cybersecurity needs to be addressed by the 

top levels of the company. CEOs are the best arbiters of what risks must be addressed and what risks 

are acceptable. Addressing cybersecurity risks may even require changing the leadership structure of the 

company to empower reporting and decision-making abilities at the executive level. Unfortunately, many 

companies are slow to acknowledge the risks of cybersecurity, often waiting until after a crisis occurs 

that forces them to act.  

https://usea.org/event/corporate-culture-and-importance-cyber-hygiene
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Organizations, including utilities, should appoint a chief 

security officer (CSO) with both technical and business 

leadership attributes. This position should exist in the 

C-suite of leadership and should report to the CEO 

and/or the board of directors of the organization. Some 

organizations that are just beginning to address cybersecurity will create a chief information security 

officer (CISO); however, this position tends to have a narrow focus inadequate to effectively deal with 

the material nature of attacks or to help CEOs navigate these turbulent times. Moreover, CISOs are 

often not actually at the C-suite level and in some cases the “head of security” is unknown to the people 

in the C-suite. One way to quickly estimate the maturity of an organization’s cybersecurity posture is to 

look at where the head of security sits within the organization.  

 

 

 

Figure 3. Top: an example where the security managers are virtually invisible to the organization’s leadership. Bottom: an example of an 

organizational structure that gives the CEO clear view of cybersecurity activities. (Source: Andy Bochman, INL) 

“People are at the heart of 

cybersecurity” 

— Andy Bochman, INL 
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Some organizations have the CISO report to a Chief 

Information Officer (CIO), but that arrangement can 

create competing incentives and priorities. A CIO 

likely has a mandate to keep data flowing while 

reducing the costs of information technology, 

especially in the near-term. Cybersecurity initiatives 

may increase costs in the near-term but reduce costs 

overall by reducing risks and limiting the 

consequences of a cyberattack. The CIO’s incentives 

may not account for such long-term benefits. 

Additionally, neither the CIO nor the CISO may have 

responsibility for the security of OT. In a utility, 

considering the security of both is essential, and much 

can be gained just by having IT security personnel 

communicate directly with OT personnel.  

How to Develop a Culture of 

Security 

Maturity models, with the analogy to crawling before you can walk before you can run, are commonly 

used to talk about the progress toward developing various cybersecurity capabilities (see Introduction to 

the Cybersecurity Assessment Methodologies in Chapter 3, for example) including developing a culture of 

security. A culture of security does not happen overnight; it takes time and gradual progress, so starting 

slow with small steps should be expected.  

Crawl: The first step is to acknowledge that there is a need for a culture of security. Someone in the 

organization has to believe in the need for that culture to take the initial steps toward developing it. This 

person takes the initiative to establish a vision for the end state where all staff are conscious of security 

issues and are trained on company policies.  

Walk: Leadership needs to agree that a culture of security is needed to protect the organization 

because culture will only change with senior management support. If executive leadership and the board 

of directors are asking about cybersecurity, then you can assume they understand the need. If they are 

not asking about it, then convincing them could be a challenge. Talk about risks to the company and talk 

about real-life example cyber incidents, especially ones that affected organizations within the utility 

sector.  

Leadership buy-in is critical to disseminating the message about cybersecurity, but a marketing plan that 

describes how you will reach different internal audiences based on their roles within the organization 

can also help. Leverage the resources of your company. For example, use the corporate 

communications group, if one exists, to help craft the message to employees about cybersecurity 

culture.  

Training to recognize and deal with phishing emails is an excellent place to start. If your organization has 

web email gateway vendor, they may already have programs to help you raise security awareness or run 

a phishing email test campaign on employees. If not, research phishing security test providers; some may 

have free alternatives. 

Cyber Hygiene 

Cyber hygiene refers to some best practices in 

security that should be incorporated into day-to-

day processes. These practices include:  

• Least privilege access 

• Authentication 

• Network segmentation 

• Encryption 

• Endpoint protection 

• Patching 

• Security awareness program 

How you implement security measures like these 

makes a difference. Research whether default 

options exist in your current software and 

hardware to implement these for low or no 

additional costs. 
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Insider threats are another common risk that can be addressed through both processes and technology. 

Process side changes reflect the culture of security. For example, an organization could institute a policy 

that certain high-risk transactions require multiple approvals to limit the impact one person could have. 

On the technology side, understanding normal network traffic and alerting on anomalies could uncover 

an insider threat. If local laws allow it, software exists to monitor employees’ computer use. 

Run: As the culture of security takes hold, the results of previous steps should become apparent in 

metrics to measure that culture. For example, phishing tests should show fewer people clicking through 

and more people reporting those test emails to security. In general, encourage positive outcomes (like 

properly reporting a fraudulent email), but avoid punishing mistakes; instead offer training and support. 

Continuing education for all employees is an important part of maintaining the culture of security. 

Developing a culture of security can be relatively low cost but can significantly reduce risks. 

Additional Resources 

Bochman, Andy. “The missing chief security officer”  

Actionable Steps 

✓ Getting started: 

o Acknowledge a need to develop a culture of security 

o Identify a person to lead the change 

o Establish a vision for the end state 

✓ Building momentum: 

o Leadership Buy-in 

o Leaders understand risks 

o Communicate, Communicate, Communicate 

✓ Ingraining a culture of security: 

o Training for employees 

o Employees understand the need 

o Daily practices consider cybersecurity (akin to safety considerations) 

 

 

  

“Cybersecurity is as much an art as it is a science… We don’t want to require too 

much security, but we also don’t want to require too little. This is where the art 

comes in: finding that balance.”  

— Chris Leigh, CISO at Eversource Energy 

https://medium.com/cxo-magazine/the-missing-chief-security-officer-11979a54fbf9
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UTILITY DIGITALIZATION PROGRESS AND DIGITALIZATION 

STRATEGIES AND ROADMAPS 

Definition of the Topic  Webinar Speakers 

This section provides a seven-step roadmap to 

modernize a utility using digital technologies and 

systems following the example of a rural utility in the 

United States. The section will also help utilities 

improve their understanding of key technologies and 

benefits, as well as the phases in their 

implementation. 

 ➢ Don Bowman, VP of Engineering and 

Operations, Wake Electric Membership 

Corporation 

➢ Claire Curry, Head of Digital Industry, 

Bloomberg New Energy Finance1 

View this webinar 

Wake Electric is a rural utility competing against utilities with denser customer populations, so the utility 

chooses many of its technology strategies based on improving efficiency and lowering operational costs. 

Wake developed a roadmap to grid digitalization with seven steps: 

1) Telecommunications Evaluation 

2) Digitalization Foundational Technologies 

3) Data Management (Validation, Estimation and Editing [VEE]) 

4) Data Integration 

5) Cybersecurity 

6) Critical Tool Creation 

7) User Interfaces and Automation 
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Figure 4. Wake Electric developed a seven-step digitalization roadmap. (Source: Don Bowman, Wake Electric Corporation) 

 
1 Claire Curry was a presenter during the live webinar, however, permission to reproduce materials from her 

presentation was not granted, so it is excluded from this handbook.  

Digitalization Roadmap 

https://usea.org/event/utility-digitalization-progress-and-digitalization-strategies-and-roadmaps
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The steps are discussed below. 

Telecommunications Evaluation: Conducting a complete evaluation of the terrain. Wake studied: 

• Public network availability 

• Terrain study (vegetation, elevation changes, etc.) 

• Tower infrastructure 

Wake required a hybrid approach because some regions of the territory already had strong 

telecommunications, but in others, the utility needed to develop a telecommunications strategy. The 

hybrid comprises fixed radio, fiber optics, and the public network. 

Digitalization Foundational Technologies: Deciding on data-gathering technologies such as the 

following: 

• Advanced metering infrastructure (AMI) – also called “smart meters” 

• Supervisory control and data acquisition (SCADA) 

• Geographic information system (GIS) – digital mapping and the model on which connectivity is 

based (i.e., connections between the energy source and the end user) 

• Customer information system – stores usage data and allows the utility to understand power 

quality, usage, load factor, and demand 

Data Management: Conducting data validation, editing, and estimation (VEE). Once the data-

gatherers are in place, the utility will be inundated with data, necessitating good data management. Data 

is often shared with the end user, so it is important that the customer be able to trust that data. 

Data Integration: Aggregating all the validated data from individual systems into one common data 

enterprise system. 

 

Figure 5. As a smaller utility, Wake did not have the capabilities and resources to manage the data and ultimately opted for a cloud-

hosted system—provided by utility vendors. (Source: Don Bowman, Wake Electric Corporation) 
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Cybersecurity: Placing a mandatory protective “bubble” around the system. Wake uses advanced: 

• Firewall management 

• Password management 

• Vendor provided tools. Wake ensures tools meet regulations and expectations by writing 

cybersecurity requirements into specs. 

Note: Some cybersecurity uses “learning” technologies that “know” which data should flow from X to 

Y. The data is highly recognizable, so abnormal data is easy to detect. 

Critical Tool Creation: Use of data to provide enhanced services. With all the data secured in a data 

enterprise system, the utility can start filtering the data into multiple applications, such as: 

• Outage management 

• Distribution automation 

• Demand response 

• System efficiency studies  

• Distributed energy resources management 

• Member engagement 

• Meter tampering 

• Conservation voltage reduction 

Many such applications use data from multiple sources, as shown in the three examples below. 

Outage management uses data from smart meters, reclosers, substation devices, GIS, and the 

customer information system.  

Wake used data from two systems to address issues with meter tampering. Some AMI meters come 

with tamper detection alerts; however, these are triggered when utility workers pull a meter. Wake 

merged data from the smart meter system (showing someone had tampered with the meter), customer 

information system, and workforce management system. The resulting dashboard allowed the utility to 

cross-check tamper alerts with service calls. 

 
Figure 6. Wake can produce a report that allows workers to examine meter tamper detection alerts, eliminating service 

calls and targeting possible incidents of power theft. (Source: Wake Electric Corporation) 
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Wake saw an opportunity to lower peak demand by lowering voltage across the system at strategic 

times. The AMI devices monitor real-time voltages, and the SCADA system monitors load and voltage 

regulators. Wake installed a conversation voltage reduction application that lowers the voltage 

regulators across the system until alarms notify the utility that the voltage at the end of the line is as low 

as regulatory standards allow. Wake uses multiple third-party vendors to help achieve this. 

 

Figure 7. Wake's voltage reduction schedule shows the difference between forecasted demand (red line in the shaded area) and measured 

demand (green line), indicating savings of 4 to 5 MW, or $75,000 to $95,000 USD. (Source: Don Bowman, Wake Electric Corporation) 

User Interfaces and Automation: Developing customizable dashboards that allow the utility—

especially, but not exclusively, management teams—to make decisions. For example, line workers need 

to make determinations about distribution automation. The utility can get SCADA images down to the 

truck level, so line workers can see readouts, feeder levels, and feed sources. The User Interfaces and 

Automation step also includes system and process automation, i.e., managing interfaces through 

programming rather than manually. For example, Wake would like demand response to be automated 

based on the current load factor and load signals from the wholesale provider. 

Actionable Steps 

✓ Conduct a complete evaluation of the utility territory’s telecommunications, including public 

network availability, a terrain study (vegetation, elevation changes, etc.), and tower 

infrastructure.  

✓ Select the appropriate data-gathering technologies for the utility. These may include advanced 

metering infrastructure (AMI), supervisory control and data acquisition (SCADA), a geographic 

information system (GIS), and/or a customer information system, among others. 

✓ Implement a data management system, including data validation, editing, and estimation (VEE). 

Aggregate the validated data into one common database, a data enterprise system. Doing these 

steps securely, efficiently, and effectively (for example, in ways that make the data readily 

accessible) may require more resources than are available to smaller utilities, who may want to 

procure these services from utility vendors. 
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✓ Implement firewall management as a key cybersecurity tool. 

✓ Implement password management as a key cybersecurity tool. 

✓ Ensure vendor-provided tools meet regulations and expectations by writing cybersecurity 

requirements into specs. 

✓ Use the secure, validated data to implement other applications (e.g., distribution automation) 

that enable enhanced utility services. 

✓ Use the secure, validated data to develop customized dashboards that help the utility make 

decisions. 
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CYBERSECURITY AND DISTRIBUTED ENERGY RESOURCES 

Definition of the Topic  Webinar Speakers 

This section addresses cybersecurity for distributed 

energy resources (DERs) and identifies best practices 

in cybersecurity governance, technical management of 

cyber-physical systems, and physical security. NREL’s 

Distributed Energy Resource Cybersecurity 

Framework tool, specially designed to address 

cybersecurity in DER, is also discussed. 

 ➢ Maurice Martin, Senior 

Cybersecurity Research Leader, NREL 

➢ Curley Henry, Executive Director, 

Cyber Security Strategy and 

Architecture, Southern Company 

View this webinar 

Distributed energy resources (DER), like solar, wind, and other renewables are becoming more 

common. When implemented well, DER can expand the utility’s business by providing resiliency and 

energy services that take advantage of new rate designs. DER are also seen as a technological imperative 

to decarbonize the grid, but at the same time, they offer potential technological benefits to customers.  

DER fit well with the current trend toward digitalization of the grid. Traditionally, DER resources are 

connected to the grid without a communication or control pathway back to the utility, though that is 

changing. In developing countries, DERs have filled gaps in the transmission and distribution 

infrastructure in order to deliver power to isolated, rural areas that were previously excluded.  

While DER offer many benefits, their cybersecurity implications should be considered. Specifically, DER 

increases security concerns in a few ways.  

• Increased attack surface: First, when control of the DER extends back to the utility, 

deployment of DER can increase the attack surface. Devices out in the field offer more 

opportunities for an adversary to attack. 

• Mis-operation of resources to disrupt the grid: Cyber-physical devices are controlled by 

computers but affect things in the real world. An attacker could intentionally mis-operate these 

devices to inject voltages or make frequency changes that disrupt grid operations. That said, an 

attacker would need to compromise hundreds or thousands of individual devices and coordinate 

their operation to cause problems.  

• Upstream attack: More devices on the grid directly increase the number of entry points for 

an attacker to exploit instead of relying solely on an enterprise network attack (e.g., phishing) 

that they then have to move laterally to affect OT networks. 

• Damage to equipment: An attacker could damage equipment directly, for example, by cycling 

a battery incorrectly.  

DERs have a lot in common with Internet-of-Things (IoT) devices. DER act as trusted nodes on the 

network, but they are also part of the industrial control systems (ICS) acting on the grid. They are 

typically found in remote locations, possibly with weak physical security, which could allow an attacker 

physical access and plenty of time before detection.  

https://usea.org/event/cybersecurity-and-distributed-energy-resources
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Planning for DER Cybersecurity 

Utilities need to securely monitor and control a rapidly 

expanding base of DER across a large geographical area 

in order to maintain safety, reliability, and resiliency of 

the grid. A roadmap can be used to document your 

utility’s plans to deploy DER and should address 

questions including: 

• Objectives: What do you want to accomplish?

• Capabilities: What capabilities do you need to

accomplish the objectives?

• Functions/Elements: How will you develop

those capabilities? What elements or building

blocks are needed to support those capabilities?

• System Requirements: What are the system

requirements to successfully implement those

capabilities?

The roadmap should also consider the cybersecurity risks associated with DER and include plans to 

address those risks. Deploying DER expands the edge of the grid and its role within the grid. Integrating 

and interconnecting these resources requires collaboration with more people; however, more 

collaboration could mean less control. New technology could lead to emerging risks, especially as 

vendors competing to reach the market first skimp on security considerations. More nodes on the 

network could also lead to more reported attacks, which could have financial implications. 

To address these cybersecurity risks, consider financial, regulatory, and technical factors. To address 

financial considerations, ensure that cybersecurity risk is appropriately reported and investigate ways to 

quantify security risks to estimate long-term cybersecurity investment (see the DER Cybersecurity 

Framework box for one assessment tool). Regulatory considerations require engagement with 

regulators to understand or influence emerging cybersecurity standards. Technical considerations are 

best addressed at a strategic level. Incident response plans specifically for incidents that could occur at 

the grid edge, like DER, are a must. Having an incident response plan in place can be the difference 

between a non-event and a major impact. 

In summary, secure integration of DER is key. You start with baseline to understand where you are 

today. Next, identify goals and where you want to be. Then, determine the steps necessary to reach 

those goals starting from your baseline. You have to build capabilities from walking (seeking to minimize 

risks with new DER), to jogging (securely integrating DER), to running (collaboratively managing impacts 

of DER with the customer and third parties). Security awareness training for all personnel and clear 

incident reporting processes are essential. Finally, develop incident response plans in advance of 

potential incidents to minimize their impact. 

Cyber Incident: Utah 

In March 2019, a Utah-based renewable 

energy provider suffered a cyber attack. 

The provider temporarily lost 

communication to their solar power 

generation installations. The cause of the 

attack was a vulnerability on an unpatched 

server, which an attacker leveraged to 

cause a denial-of-service. The provider 

might not have been targeted specifically. 

Instead, the attacker may have been 

scanning the Internet for firewalls with this 

specific vulnerability. Whether or not they 

were targeted, they were affected. 

“Cybersecurity isn’t just the job of the person who has ‘cyber’ in their title. 

Cybersecurity, from a risk perspective, becomes everyone’s job.” 

—Curley Henry, Southern Company 
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Additional DER Security Resources 

• USAID-NREL Partnership’s global technical platforms provide free state-of-the-art support on 
common critical challenges to scaling up advanced energy systems:

o REexplorer

o Greening the Grid

o I-JEDI

o Resilient Energy Platform
o Building Blocks

• NREL’s Distributed Energy Resource Cybersecurity Framework (see inset below)

• DOE Cyber Security Capability Maturity Model (C2M2)

• Security and Privacy Controls: NIST 800-53

• Conducting Risk Assessments: NIST 800-30

• Industrial Control System Security: NIST 800-82

• NIST Cybersecurity Framework

• North American Electric Reliability Corporation Critical Infrastructure Protection (NERC CIP) 
Standards

• Power Systems Data and Communications Security Standard: International Electrotechnical 
Commission (IEC) 62351

http://www.re-explorer.org/
https://greeningthegrid.org/
http://www.i-jedi.org/
http://www.resilient-energy.org/
https://www.dercf.nrel.gov/
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.iec.ch/search/?q=62351
https://www.iec.ch/search/?q=62351
https://www.iec.ch/search/?q=62351
https://www.iec.ch/search/?q=62351
https://resilient-energy.org/cyber
https://resilient-energy.org/cybersecurity-resilience/building-blocks
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The DER Cybersecurity Framework (DERCF) 

The DERCF is a free online tool to help utilities that either already have or are planning to 

integrate DER into their systems to measure their baseline cybersecurity posture, to set a goal 

for appropriately reducing cybersecurity risk, to identify the gaps between the baseline and the 

goal, and to determine appropriate actions to take next. 

This tool is targeted to energy managers and executive management at utilities, but it is 

specifically built to recognize and address vulnerabilities in the assets common to DER such as 

inverters, which, if compromised, could disrupt operations. The tool breaks cybersecurity 

domains into three categories: governance, technical management, and physical security. 

Technical management and physical security are especially important considerations for DER 

security compared with more general frameworks like the NIST CSF. 

The tool specifies the utility staff that should contribute to the security assessment, and 

ultimately gives detailed results and action items listed in order of importance based on criticality 

and maturity.  

It is free and open source to use and can even be used anonymously. It should be applicable to 

any utility in the world dealing with DER cybersecurity. Learn more at the following resources: 

✓ DER Cybersecurity Framework 

✓ Guide to the DERCF (pdf) 

✓ USAID/NREL Factsheet on DERCF — English | Russian (pdf)  

Figure 8. Example dashboard of the DERCF (Source: Maurice Martin, NREL) 

https://www.dercf.nrel.gov/
https://www.nrel.gov/docs/fy20osti/75044.pdf
https://www.nrel.gov/docs/fy20osti/76307.pdf
https://www.nrel.gov/docs/fy20osti/76988.pdf
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Photo credit: USAID Energy / Flickr 

https://www.flickr.com/photos/usaidenergy/48908660632/
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INTRODUCTION TO THE CYBERSECURITY ASSESSMENT 

METHODOLOGIES 

Definition of the Topic  Webinar Speakers 

This section presents three important and effective 

cybersecurity assessment methodologies for electric power 

utilities: (1) National Institute of Standards and Technology 

(NIST) Cybersecurity Framework, (2) U.S. Department of 

Energy (DOE) Cybersecurity Capability Maturity Model 

(C2M2), and (3) Electric Power Research Institute (EPRI) Cyber 

Security Technical Assessment Methodology: Risk Informed 

Exploit Sequence Identification and Mitigation (TAM). 

 ➢ Galen Rasche, Senior 

Program Manager, Electric 

Power Research Institute 

(EPRI) 

➢ Christopher Taylor, Cyber 

Engineering Team Lead, 

Southern Company 

View this webinar 

Cybersecurity assessments are a critical component of any cybersecurity program, regardless of the 

program or company size, or the maturity of that program. Cybersecurity assessments are important 

tools for electric power utilities to determine their organization’s current state and their desired state 

for the future, from a cybersecurity perspective. Three important and effective cybersecurity assessment 

methodologies for electric power utilities are the NIST Cybersecurity Framework, the DOE C2M2, and 

EPRI’s TAM: Risk Informed Exploit Sequence Identification and Mitigation. The three methodologies take 

different approaches to assessing the cybersecurity posture, maturity, and risk of electric power utility 

systems and components. Each methodology offers valuable guidance and references to improve utility 

cybersecurity. Organizations interested in conducting cybersecurity assessments should include both IT 

and OT personnel in the assessments. 

 

NIST Cybersecurity Framework 

The NIST Cybersecurity Framework is a voluntary framework—based on existing standards, guidelines, 

and practices—for reducing cyber risks to critical infrastructure. In addition to helping organizations 

manage and reduce risks, it is designed to foster risk and cybersecurity management communications 

among internal and external organizational stakeholders. The framework establishes a common 

taxonomy for describing the current and desired state of an organization’s cybersecurity posture and 

supports the organization in identifying and prioritizing opportunities for cybersecurity improvements to 

meet the desired future state. 

Cybersecurity Assessments 

▪ Where are we now? 

✓ Current state assessment 

▪ Where do we want to be? 

✓ Desired future state 

▪ How do we get there? 

✓ Identify required capabilities to achieve future state 

✓ Develop cybersecurity program roadmap and implementation plans 

https://usea.org/event/introduction-cybersecurity-capability-maturity-model-c2m2
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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The three major components of the NIST Cybersecurity Framework are the Framework Core, 

Framework Profile, and Framework Implementation Tiers. 

• Framework Core – Provides a set of desired cybersecurity activities and outcomes using 

common language that is easy to understand. The Core guides organizations in managing and 

reducing their cybersecurity risks in a way that complements an organization’s existing 

cybersecurity and risk management processes (including existing standards and references that 

may already be in use). 

• Framework Profile – An organization’s unique alignment of their organizational 

requirements and objectives, risk appetite, and resources against the desired outcomes of the 

Framework Core. Profiles are primarily used to identify and prioritize opportunities for 

improving cybersecurity at an organization. 

• Framework Implementation Tiers – Provide context on how an organization views 

cybersecurity risk management. The Tiers guide organizations to consider the appropriate level 

of rigor for their cybersecurity program and are often used as a communication tool to discuss 

risk appetite, mission priority, and budget. 

The NIST Cybersecurity Framework Core consists of three parts: Functions, Categories, and 

Subcategories. The Core includes five high level Functions: Identify, Protect, Detect, Respond, and 

Recover, within which are several Categories of activities. For each Category there are Subcategories of 

more specific cybersecurity actions and a listing of informative references from industry and government 

standards and guidelines relating to each specific activity. 

Table 2. The five high-level functions and 23 categories in the NIST CSF. (Source: NIST, Framework for Improving Critical Infrastructure 

Cybersecurity, Version 1.1, April 16, 2018) 

NIST Cybersecurity Framework 

Function Category 

Identify 

Asset Management 

Business Environment 

Governance 

Risk Assessment 

Risk Management Strategy 

Supply Chain Risk Management 

Protect 

Identity Management and Access Control 

Awareness and Training 

Data Security 

Information Protection Processes and Procedures 

Maintenance 

Protective Technology 

Detect 

Anomalies and Events 

Security Continuous Monitoring 

Detection Processes 

Respond 

Response Planning 

Communications 

Analysis 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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Mitigation 

Improvements 

Recover 

Recovery Planning 

Improvements 

Communications 

For example, the Asset Management Category within the Identify Function contains six Subcategories 

(three of which are shown in the table below). Each Subcategory has informative resources associated 

that can help the organization with documenting and implementing the Subcategory activities. Because 

the Framework is outcome driven and does not mandate how an organization must achieve those 

outcomes, it enables risk-based implementations that are customized to the organization's needs.  

Table 3. Example from the NIST CSF showing the level of detail provided at the Function, Category, and Subcategory levels along with 

informatiive references. (Source: NIST, Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1, April 16, 2018) 

Function Category Subcategory Informative References 

IDENTIFY 

(ID) 

Asset Management 
(ID.AM): The data, 
personnel, devices, 

systems, and 
facilities that enable 
the organization to 
achieve business 

purposes are 
identified and 

managed consistent 
with their relative 

importance to 
organizational 

objectives and the 
organization’s risk 

strategy. 

ID.AM-1: Physical 
devices and systems 
within the organization 
are inventoried 

CIS CSC 1 

COBIT 5 BAI09.01, BAI09.02 

ISA 62443-2-1:2009 4.2.3.4 

ISA 62443-3-3:2013 SR 7.8 

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2 

NIST SP 800-53 Rev. 4 CM-8, PM-5 

ID.AM-2: Software 
platforms and 
applications within the 
organization are 
inventoried 

CIS CSC 2 

COBIT 5 BAI09.01, BAI09.02, 
BAI09.05 

ISA 62443-2-1:2009 4.2.3.4 

ISA 62443-3-3:2013 SR 7.8 

ISO/IEC 27001:2013 A.8.1.1, 
A.8.1.2, A.12.5.1 

NIST SP 800-53 Rev. 4 CM-8, PM-5 

ID.AM-3: Organizational 
communication and data 
flows are mapped 

CIS CSC 12 

COBIT 5 DSS05.02 

ISA 62443-2-1:2009 4.2.3.4 

ISO/IEC 27001:2013 A.13.2.1, 
A.13.2.2 

NIST SP 800-53 Rev. 4 AC-4, CA-3, 
CA-9, PL-8 

An organization can map their cybersecurity requirements, mission objectives, and operating 

methodologies, along with current practices against the Subcategories of the Framework Core to create 

Current and Target Profiles, optimizing the Cybersecurity Framework to best serve the organization. 

These requirements and objectives can be compared against the current operating state of the 

organization to gain an understanding of the gaps between the two Profiles and identify opportunities for 

improvement. Organizations can generally rate their progress by applying the Implementation Tiers to 

their cybersecurity activities. 

As a cybersecurity assessment methodology, the NIST Cybersecurity Framework offers some key 

benefits: 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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• The five Functions of the Framework are relatively easy for non-security staff and executives 

to understand 

• The Framework is widely adopted in the electric power industry, especially in the United 

States 

• The Framework focuses on outcomes rather than being prescriptive, which allows for flexible 

implementation 

• Industry profiles and implementation guides are readily available for organizations to 

leverage 

• International cybersecurity standards and controls are referenced throughout the 

Framework to integrate existing practices 

Potential challenges worth considering when adopting the Framework for cybersecurity assessment 

include: 

• There is no generally accepted scoring mechanism in the Framework such as with other 

cybersecurity assessment methodologies, which can make tracking progress toward achieving 

outcomes more difficult 

• The set of controls and activities in the Subcategories have different levels of specificity and vary 

across operational and organizational outcomes  

• The Implementation Tiers do not comprise a formal maturity model which can complicate 

communicating and tracking progress 

• Operational technology (OT) cybersecurity expertise is required to effectively apply the 

Framework to electric power utility operations  

Key NIST Cybersecurity Framework Resources 

• NIST Cybersecurity Framework Version 1.1  

• NIST TN 2051 – Cybersecurity Framework Smart Grid Profile  

• NIST and U.S. Coast Guard Maritime Bulk Liquids Transfer Cybersecurity Framework Profile  

• NIST IR 8183 – Cybersecurity Framework Manufacturing Profile  

• NIST IR 8183A – Cybersecurity Framework Manufacturing Profile Low Impact Level Example 

Implementations Guide  

Cybersecurity Capability Maturity Model 

The C2M2 is an assessment that enables organizations to voluntarily measure the maturity of their 

cybersecurity capabilities in a consistent manner. The model includes a common set of industry-vetted 

cybersecurity practices—focused more on organizational practices than technical controls—developed 

and evolved through a public-private partnership of energy sector experts. The C2M2 provides 

descriptive rather than prescriptive guidance based on best practices and standards specific to the 

electric power industry. 

The C2M2 aims to advance the practice of cybersecurity risk management by providing organizations, 

regardless of size or type, with a flexible tool to help them evaluate, prioritize, and improve their 

cybersecurity capabilities for IT and OT. Though IT and OT assets may perform different functions and 

have different levels of criticality within an organization, similar practices, approaches, and standards can 

be used to secure both types of assets. C2M2 results can be compared with historical trends and 

desired maturity, based on the organization’s risk tolerance and cyber goals. Once implemented, the 

C2M2 can be used by an organization to evaluate its cybersecurity capabilities consistently, to 

https://www.nist.gov/cyberframework/new-framework
https://www.nist.gov/publications/cybersecurity-framework-smart-grid-profile
https://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Maritime_BLT_CSF.pdf?ver=2017-07-19-070544-223
https://csrc.nist.gov/publications/detail/nistir/8183/rev-1/final
https://csrc.nist.gov/publications/detail/nistir/8183a/vol-1/final
https://csrc.nist.gov/publications/detail/nistir/8183a/vol-1/final
https://www.energy.gov/sites/prod/files/2014/03/f13/C2M2-v1-1_cor.pdf
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communicate its capability levels in meaningful terms, and to inform the prioritization of its 

cybersecurity investments.  

The model is organized into 10 domains, each containing a logical grouping of structured cybersecurity 

practices. Each set of practices represents the activities an organization can perform to establish and 

mature capability in the domain. The practices within each domain are organized into objectives, which 

represent achievements that support the domain. Each of the objectives in a domain is composed of a 

set of practices that are ordered by Maturity Indicator Level (MIL). Together these domains and 

practices describe a robust program for cybersecurity and risk management.  

 
Figure 9. The C2M2 model architecture defines cybersecurity practices for 10 model domains and 3 MILs.  

(Source: Christopher Taylor, Southern Company) 

Implementing the C2M2 as a cybersecurity assessment methodology produces a scoring of cybersecurity 

maturity across the domains based on MIL and degree to which the practices are implemented (e.g., 

fully, largely, partially, or not implemented). 

Table 4. The C2M2 and the NIST Cybersecurity Framework are related yet exhibit some key differences. 

C2M2 Provides NIST Cybersecurity Framework Provides 

▪ Detailed technical/maturity considerations ▪ Broad enterprise considerations (5 Functions) 

▪ Assessment methodology and guidance ▪ Minimal or no technical jargon 

▪ Detailed scoring for measuring progress ▪ Common lexicon to enable action across diverse 
stakeholders 

C2M2 Does Not Provide  NIST Cybersecurity Framework Does Not 
Provide 

▪ Easy communication to non-cyber 
personnel or executives 

▪ Assessment methodology 

▪ Scoring guidance 
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Organizations interested in getting started with C2M2 assessment should first consider the 51 MIL1 

practices across the 10 domains as essential cybersecurity practices. These practices form the basis of an 

effective cybersecurity program.  

Key C2M2 Resources 

• DOE C2M2 Program  

• DOE Electric Sector Security  

• Axio cybersecurity assessment tools  

• Facility Cybersecurity F-C2M2 Lite Assessment  

EPRI Cyber Security Technical Assessment Methodology 

The EPRI TAM provides an actionable, repeatable, risk-informed, and systems-engineering approach to 

cybersecurity assessment that guides users to: understand their systems and components, analyze the 

actual vulnerabilities and how the system can be attacked, and mitigate those vulnerabilities to an 

acceptable risk level by applying effective control measures. By comparison to the NIST Cybersecurity 

Framework and the C2M2, the TAM is more technical and specific to assets and associated risks.  

The TAM is focused on developing effective cybersecurity controls for specific systems, subsystems, or 

components in electric power utility operations. For example, as shown in Figure 10, the TAM could be 

applied to an entire electric power substation (i.e., system), a specific transformer within that substation 

(i.e., subsystem), or specific relays within that transformer (i.e., components). The TAM can be used for 

cybersecurity assessment of installed or potential (procurement) assets. 

 

Figure 10. The scope of systems, sub-systems, and components in a stylized substation. (Source: Galen Rasche, EPRI) 

Key objectives of the TAM are to score risks associated with existing cybersecurity control measures, 

identify vulnerabilities and relevant mitigations, and identify those in the organization responsible for 

such mitigations. There are three major steps involved in meeting these objectives: 

1. Characterize: Identify and assess the attack surface and potential exploit sequences of attacks 

on the system, subsystem, or component  

2. Score: Identify, score, and allocate engineered security control measures for the system, 

subsystem, or component based on step 1, passing any residual vulnerabilities to step 3 

3. Mitigate: Apply security control methods to address risks, including 

− Mitigate residual vulnerabilities 

− Identify normalized exploit mechanisms 

− Develop relationship sets and shared security control methods between assets 

https://www.energy.gov/ceser/energy-security/cybersecurity-capability-maturity-model-c2m2-program
https://www.energy.gov/ceser/energy-security
https://axio.com/
https://facilitycyber.labworks.org/
https://www.epri.com/research/products/000000003002012752
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Figure 11. The process of the TAM follows three steps: Characterize, Score, and Mitigate. The primary output is the 

Cyber Security Data Sheet. (Source: Galen Rasche, EPRI) 

A major product of conducting the TAM for a system, subsystem, or component is a Cyber Security 

Data Sheet (CSDS) for that asset. These data sheets effectively document TAM steps 1 and 2 in a 

common format that can be referenced, compared, and updated to enhance efficiency of using the TAM 

across the organization’s assets. 

Additional outputs of the TAM include relationship sets that identify and document communication and 

data flow between assets and control methods and an accessible library of administrative and shared 

technical control methods for cybersecurity. These additional outputs are valuable for maintaining and 

updating cybersecurity practices as well as supporting effective cyber incident response. 

Key EPRI TAM Resources 

• Cyber Security Technical Assessment Methodology, Risk Informed Exploit Sequence 

Identification and Mitigation, Revision 1  

• Cyber Security Technical Assessment Methodology Video  

• Toward a New Risk-Informed Approach to Cyber Security  

• SEL 487E – Protective Relay Reference Cyber Security Data Sheet (CSDS): Cyber Security 

Technical Assessment Methodology Use Case Study (3002017149)  

• Domain Controller Cyber Security Data Sheet (CSDS) Topical Guide (3002015759)  

• Risk Informed Target Level Topical Guide (3002015760)  

• Cyber Security Data Flow Identification and Documentation Topical Guide (3002015761) 

  

Cyber Security Data Sheet (CSDS) 

https://www.epri.com/research/products/000000003002012752
https://www.epri.com/research/products/000000003002012752
https://www.youtube.com/watch?v=MCNfjGrn-uY
https://eprijournal.com/toward-a-new-risk-informed-approach-to-cyber-security/
https://www.epri.com/#/pages/product/3002017149/
https://www.epri.com/#/pages/product/3002017149/
https://www.epri.com/#/pages/product/3002015759
https://www.epri.com/#/pages/product/3002015760
https://www.epri.com/#/pages/product/3002015761
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FORGING A CYBERSECURITY DEFENSE FOR UTILITIES 

Definition of the Topic  Webinar Speakers 

This section discusses the differences between 

information technology (IT) and operational technology 

(OT), and the special considerations utilities must make 

to protect OT against cyber threats. New technologies 

can help manage these threats, but trained and dedicated 

people and the processes they establish and enact are 

also essential. The section provides practical steps in 

creating a utility security program. 

 
➢ Jason D. Christopher, Principal 

Cyber Risk Advisor, Threat 

Operations Center, Dragos, Inc. 

➢ Michael Meason, Senior 

Manager, Information and Security, 

Western Farmers Electric 

Cooperative 

View this webinar 

Evolving Operational and Information Technologies 

Utility cybersecurity works to protect industrial controls systems (ICS) and operational technology 

(OT). The inputs are zeroes and ones; the outputs are physical actions (like opening a switch). Many ICS 

and OT technologies (motors, sensors, controllers, etc.) are used in multiple sectors. Every sector ICS 

has the same “DNA.” What the technologies control is what differs from sector to sector. Therefore, a 

compromised technology in the water delivery system, for example, often represents a vulnerability in 

the energy delivery system. 

OT differs from information technology (IT) in that it must be operational 24–7. Also, OT has a lifecycle 

of up to 30 years. It is not readily replaceable, and the threats may have changed significantly since the 

OT was deployed (see Table 1 on page 3 for an expanded comparison). For an effective cybersecurity 

strategy, organizations need to be mindful of their environments—what works and what doesn’t, based 

on what they’re trying to protect. Unfortunately, traditional security practices (e.g., encryption, patching, 

anti-virus, and vulnerability scanning) won’t suffice for—or even apply to—future IT environments. Many 

of the technologies we expect to see in the IT arena won’t be applicable to OT technologies. 

Over time, OT has been optimized through increasing connectedness and visibility into systems, moving 

from manual control, to wide-area control (e.g., a SCADA system), to a future highly connected state 

(smart connected systems, the Internet of Things) with data going throughout and outside the system 

(e.g., to vendors). 

ICS Cyberattacks 

For a utility, a cyber intrusion is not about credit card numbers or bank routing codes; it’s about impacts 

in the physical world—powering the grid. 

What does a cyberattack look like? 

Stage 1 comprises IT components: routers, databases, endpoints, servers, workstations, Internet-facing, 

email services, back-office systems. 

Stage 2 comprises the plant OT, including programmable logical controllers that affect things in the 

physical (non-cyber) world. 

 

https://usea.org/event/forging-cybersecurity-defense-utilities
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Figure 12. The evolution of OT moves from stand-alone manual systems to Industry 4.0. (Source: Jason Christopher, Dragos, Inc.) 

The ICS attacker uses Stage 1 to pivot into Stage 2—the more impactful technologies—to deteriorate 

the reliability of the state of operations. The goals are: 

• Loss of the view or control of the systems 

• Denial of the view or control of systems, including safety systems 

• Manipulation of the view or control of systems, including safety systems, sensors, and 

instruments  

A successful attack on OT would come from a well-

educated, sophisticated attacker who understands 

control systems and tries to blend the attack across 

IT security, OT security, OT-specific controls, 

engineering processes, incident response, and 

disaster recovery. (Note: Ordinary hackers can still 

cause inadvertent damage. For example, 

ransomware doesn’t focus on OT but could have a 

collateral effect if the OT systems aren’t segmented 

from the IT system.)  

The ICS Security Crucible 

Organizations too often use a reactive approach to 

cybersecurity, where a programmatic approach is 

needed. Organizations must begin implementing 

security controls in accordance with a vision. 

“The ICS Security Crucible” is a new programmatic 

approach that blends various elements (“metals”) 

together with high energy and volatility to create 

new cybersecurity “weapons and armor.” Initial 

needs are focus, additional resources across the 

Figure 13. In sophisticated industrial attacks, Stage 1 and Stage 2 work 

together to impact industrial processes, stretching across both IT and 

OT networks. (Source: Jason Christopher, Dragos, Inc.) 
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silos of engineering and operations, and the willingness to create something new (which may be 

uncomfortable). 

Metals 

• Bronze. Early-stage planning begins at the “bronze” stage. Utilities are resource-constrained 

and have no documentation or lessons learned to use in planning. Cybersecurity “heroes” may 

emerge—people whose contribution is so pivotal that their work cannot be replicated. 

• Iron. As planning evolves, “iron” is added to strengthen the approach. The program has written 

processes, with multiple stakeholders involved. As the program evolves organically, more 

resources become available.  

• Steel. The strongest approach is tempered with “steel.” Utilities have trained staff, education 

and exercises, participating executives, and capabilities that are double-checked and reviewed. 

The metal “levels” are the equivalent of M1 (bronze), M2 (iron), and M3 (steel) from the C2M2 maturity 

model (see Introduction to the Cybersecurity Assessment Methodologies in Chapter 3). 

Weapons and Armor 

Many cybersecurity guides include a core set of 

cybersecurity activities: Identify, Protect, Detect, 

Respond and Recover. The Crucible activities are 

similar: 

• Assess criticality (Identify): Understand your 

systems. Link ICS security to critical 

processes, systems, and devices. 

• Segments and zones (Protect): Once the 

critical systems have been identified, invest in 

strong perimeters around the most critical 

systems (e.g., put them on their own 

networks or behind firewalls). 

• Hunt evil (Detect): Log and monitor across 

both IT and OT environments. 

• Incident response (Respond and Recover): 

Build and train incident response and recovery teams. 

Note: Detection is the most important capability, followed by response. Utilities must know when an 

attacker has penetrated the system—and then must do something about it. 

High-Level Practical Steps to Get Started 

Step 1: Identify your objectives. There are competing interests in utility operations, so it’s 

important to have clear objectives in three areas: 

• Operational objectives 

• Security objectives 

• Compliance objectives 

Step 2: Focus on architecture. Architecture is critical, as it lays the foundation for all the next steps.  

“Prevention is ideal. Detection is a 

must. If you cannot prevent, you 

must at least be able to detect that 

an adversary is in your 

environment. But without 

response, detection will be of little 

value. So build out your program 

based on this hierarchy: you must 

be to detect, and you need to have 

some sort of incident response in 

the case where your prevention 

fails.” 

—Jason Christopher, Dragos 
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Most ICS have been evolving over years, so the network architecture and IT systems have also been 

evolving. When a new regulation is issued, the system may be tweaked to meet the new requirement, 

which can handicap efforts to defend those systems. Therefore, the systems may have to be re-

architected to make sure they are defensible and purpose-built.  

For example, it is important to consider where to encrypt. In IT security, everything should be 

encrypted to ensure confidentiality. In ICS, you may want to encrypt data in transport but not data in 

the system. Encrypting data in the system would make it impossible to monitor the traffic and may have 

an adverse impact on the reliability of that traffic. 

Step 3: Gain network visibility. Visible network traffic is a trust anchor. Network visibility enables 

key actions that help keep networks secure: 

• Application data flows: Understand the software applications that are critical parts of the ICS. 

What are the sources and destinations of the traffic between applications? What is the 

orientation of the traffic (e.g., two-way between two systems)? 

• Network protocol inventory: Find all protocols. Visibility may uncover unexpected protocols, 

such as new protocols that are trying to bridge a gap between new and old IT protocols. 

Unused protocols in the environment represent a risk to the ICS. 

• Meaningful system baseline: Understand what “normal” looks like inside the ICS.  

 

Figure 14. Mapping application data flows inside an ICS can reveal multiple unknown data flows. Each colorful line running across this 

diagram represents an observed data flow. This mapper was expecting a dozen data flows, which might have been simple to see on this 

diagram. Instead, there were closer to 50, resulting in the busy diagram above, which reflects this abundance of unexpected 

communications. (Source: Michael Meason, Western Farmers Electric Cooperative) 
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Notes: Passive visibility is key. Monitor in a way that does not impact the ICS. Monitor the traffic, run 

intrusion detection, and monitor for specific threats; but do not get in the way of that traffic or 

manipulate that traffic. 

Step 4: Develop capabilities based on your objectives. Examples include continuous monitoring 

of ICS, incident response, computer forensics, and network traffic analysis.  

• Determine what capabilities are needed to sustain operational objectives, security objectives, 

and compliance objectives. 

• Deploy/hire/train staff based on those capabilities. 

• Create training roadmaps. 

Step 5: Focus on variance. Very few people can monitor threats. There are too many, and they are 

evolving at a rapid-fire pace. Instead, monitor the ICS for variance (change). Variance is often a 

precursor to a threat. Sometimes variance indicates a misconfiguration—as opposed to an externally 

initiated change—but even this can result in exposure to attack. 

Step 6: Create value. Creating the armor and weapons creates security value, which adds to 

operational value, which creates organizational value. 

Question and Answer Session 

Q: Is it possible to isolate critical feeders from the integrated system to protect them? 

A: It depends on the power system itself (and may depend somewhat on the criticality of the site). 

• Typically, you cannot isolate one feeder. Once you’ve stacked these things together, there will 

usually be one domino you can remove and cause the rest to come down. Generally, you want a 

dedicated feeder.  

• You have more control from a networking perspective. You may be able to isolate it from a 

communications perspective and give it its own dedicated system. If you can’t, go back to the 

mantra: detection is a must. 

• Finally, remember that critical assets are what is critical to your business. If you identify it as 

critical, it gets a different treatment. Don’t be afraid to go beyond what the regulations 

require—it’s about your business. 

Q: In the absence of standards and knowing a champion has to be honest in developing a roadmap, there 

is a risk that utility management will blame IT for any issues that arise from that analysis. Is there any 

advice for delivering that message? How would you prioritize the needs or components of the roadmap? 

A: Start with your operational objectives as the foundation for the conversation. State what you need to 

achieve those objectives. 

• An analogy is having a culture of safety. In the United States in the 1970s, we didn’t have a good 

culture of safety. There were serious incidents with linemen losing their lives. Now we’ve 

adopted that culture, and every U.S. utility has a safety moment before every meeting, maybe a 

safety page on the Intranet, etc. We should do the same thing for security.  

• Security incidents often have impacts on safety systems. If you’re dedicated to safety, you should 

also be dedicated to security. If you have a safety moment, you should also have a security 

moment. In this new world, the topics are merged. 
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Q: The endpoint of the operation is still people. What is the best place to stay in the flow chart 

procedure? Inside the system logs or in the gateways of the network? 

A: Both. Those are the two very important places to start.  

• With system automation and the products available for a range of costs today, network and 

device logs are the place to start. You can get into the system in an entry-level position, without 

spending a lot of money, and start to understand the dimensions of the journey you’re about to 

embark upon.  

• When you look at zones of security and how you segment the networks, those gateways where 

traffic flows in and out are natural places to look. 

Q: In most USAID assistance countries, the power systems were built 30 to 40 years ago. The need for 

redesigning the architecture is apparent, but these utilities have limited funds. Can utilities break this 

redesign process into phases?  

A: Many utilities in the United States have the same problem. There are lots of antiquated systems and 

things that are home-brewed with no documentation. 

• It is critical to do it in phases. A phased approach is the only sane way to do it because 

redesigning the architecture takes time—two years at a minimum. 

• You can start with the steps outlined here, but all strategies are in play. Maybe you’ll decide to 

go after the most critical system first. Or maybe you’ll decide to hold off because you need to 

make sure that system stays reliable, so you’ll focus on another area and get more visibility 

there and understand how to roll out new security in a less critical environment first. 

Q: And how can the utility trust third parties for the redesign fit? 

A: Break it down into foundational components.  

• When doing an architecture inside an ICS, you do not always need an industrial control 

company to do that. You may find a utility engineering company that has good network and 

telecom background that can bring that discipline to the network side, and then provide them 

your objectives. 

• In the utility industry, you could see the emergence of a group of trusted partners inside 

engineering and vendors. But you have to curate those relationships over the long term. It takes 

due diligence on a utility’s part to find trustful partnerships. 

Q: If a utility does not know what’s on its network, is there step-by-step guidance? Where do you start? 

What do you look for? 

A: Focus on protocol inventory and application data flows within your critical systems, but also follow 

physical connections. 

• You could start with a plant walkdown with someone who understands communication 

equipment and is looking for what the equipment is pointed into. Walkdowns can find devices 

that would not have been found without some visibility into the system.  

• Eventually, you’ll have an Excel spreadsheet with all this information. That’s where all good 

cybersecurity programs start. 
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Resources 

Dragos provides reports for free:  

• ICS Vulnerabilities Report: Provides an analysis of ICS-specific vulnerabilities and discusses 

impacts, risks, and mitigation options for defenders 

• ICS Threat Landscape Report: Provides insights on the state of ICS cybersecurity, the latest 

trends and observations of ICS-specific adversaries, and proactive defensive recommendations. 

• Lessons Learned from the Front Lines Report: Provides a synopsis of trends observed within the 

industry and lessons learned from Dragos’ proactive and responsive service engagements 

Actionable Steps 

✓ Start with any standard. They share similar language. 

✓ Find (or be) a champion.  

✓ Roadmap the destination. Make an honest evaluation of where you are and where you’re 

headed. 

✓ Identify your objectives, grouped into three areas: 

o Operational objectives 

o Security objectives 

o Compliance objectives 

✓ Focus on architecture. If necessary, re-architect the systems to make sure they are defensible 

and purpose-built.  

✓ Gain network visibility. Use it to: 

o Understand and map the application data flows.  

o Conduct a network protocol inventory. 

o Create a meaningful system baseline (i.e., what “normal” looks like inside the ICS). 

✓ Develop capabilities based on your objectives:  

o Determine what capabilities are needed to sustain operational objectives, security 

objectives, and compliance objectives. 

o Deploy/hire/train staff based on those capabilities. 

o Create training roadmaps. 

✓ Focus on variance.  

o Assess where you are: 

▪ Be honest. 

▪ Think about processes, people, and technology. 

▪ Include discussions about the “heroes” and executive management. 

  

https://www.dragos.com/review/2019-ics-year-in-review-ics-vulnerabilities/
https://www.dragos.com/review/2019-ics-threat-landscape-and-activity-groups/
https://www.dragos.com/review/2019-lessons-learned/
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CYBER RISK MANAGEMENT THROUGH MEASUREMENT 

Definition of the Topic  Panel Speakers 

This section summarizes the industry panel on 

Cyber Risk Management Through 

Measurement, held in response to requests for 

more information about market trends and 

practical tools. A four-person panel 

representing leading U.S. companies shared 

information about products and services, aimed 

to measure and assess cyber risks in energy 

utilities. 

 ➢ Andy Bochman, Senior Grid Strategist, 

Idaho National Laboratory (moderator) 

➢ Jason D. Christopher, Principal Cyber Risk 

Advisor Threat Operations Center, Dragos, 

Inc. 

➢ Stephen Boyer, CTO and Co-Founder, 

BitSight 

➢ Brendan Fitzpatrick, Senior Vice President, 

Strategic Accounts, Axio 

➢ Tim Conway, Technical Director – ICS and 

SCADA, SANS 

View this panel discussion 

Andy Bochman, Introduction 

“You can’t manage what you can’t measure” is a famous maxim of Dr. W. Edwards Deming, 

measurement guru, calling for quantification and use of metrics. Although there is truth in the quote, it is 

apocryphal; Dr. Deming actually said the opposite: “It is wrong to suppose that if you can’t measure it, 

you can’t manage it—a costly myth.” Both statements work. It is pointless to force measurement on 

things that can’t be measured, but it’s helpful to use data to create baselines, determine status, and track 

progress.  

Here is a less famous saying: “You can’t secure what you don’t even know you have.” This comment on 

asset management and inventories is a challenge facing every complex organization—and especially 

utilities, which have widespread inventory. Once an organization knows what’s important to the 

business, it can monitor human and machine cybersecurity performance criteria and move to higher 

ground. 

Dragos, Inc. 

Dragos focuses primarily on the industrial space, with comprehensive ICS/OT technology. The Dragos 

platform provides the capabilities described below. 

Asset identification and anomaly detection. In the ICS/OT space, organizations find it difficult to 

determine what to measure and manage. The Dragos platform looks passively at the assets. The passive 

approach is important, as active IT can create issues in an OT environment. 

• See OT network traffic and assets 

• Timeline and historical views 

• Highly customizable zoning 

• In-depth asset details including device type, vendor, firmware, model, and more 

Threat analytics mapped to MITRE ATT&CK for ICS. Once the assets have been identified, 

utilities need to understand the information flow, as well as identifying anomalous behavior that indicates 

misuse of equipment or an adversary’s intrusion into the environment. 

https://usea.org/event/cybersecurity-and-digitalization-industry-panel-cyber-risk-management-through-measurement
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• Continuous threat monitoring 

• Context rich threat detection 

• Mapped to MITRE ATT&CK for ICS 

• Unique adversary TTPs and indicators 

Analyst workbench with investigation playbooks. If a utility does identify an issue, the platform 

provides playbooks to guide next steps for an investigation. 

• Case management and workbench 

• Pre-made queries for alert triaging 

• Step-by-step guides to investigations 

• Playbooks for each threat analytic 

Dragos neighborhood watch. The company also provides subject matter experts to help utilities 

with any of these steps. 

• Curated reports of what exists in your environment so you can understand immediately 

• Continuous threat hunting based on Dragos threat intelligence and adversary hunting expertise 

• Rapid support for severe threats with in-depth context and best practice defensive 

recommendations 

 

Figure 15. Dragos services include a "neighborhood watch" service, with subject matter experts providing direct guidance to clients. 

(Source: Jason Christopher, Dragos, Inc.) 

Question and Answer Session 

Q: Utilities may already manage risks related to safety or reliability. What’s so different—and difficult—

about cyber risk? And what’s particularly challenging about OT? 

A: When we talk through risk, the focus is on what can impact operations and therefore prioritize 

reliability. We’ve been managing electric operations, using associated metrics, for decades. There are 

loads of data in terms of grid physics, and we’re very good at, for example, using that to balance loads. 

The physics isn’t going to change.  

We have not had that same focus on cybersecurity because it’s relatively new. In the United States, we 

started roughly 20 years ago because malware was hitting our control centers. We’ve been trying to 

manage that problem, but we haven’t used the same engineering-type approach used for other safety 
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and reliability issues. Where grid physics don’t change, cybersecurity evolves over time. People need to 

have a pulse on it—and to know and understand their assets from a cybersecurity perspective. What 

computers are connected to the relays and breakers? How are they communicating? Do you know the 

right measurements to link back to cybersecurity? Generally, the answers are no because the space is 

evolving. 

Q: I feel overwhelmed. There are ever-increasing threats and vulnerabilities—there’s a lot of noise out 

there. We can’t pay attention to everything or secure everything completely. What’s really important?  

A: It’s understanding your crown jewels. The engineers in a generating facility can quickly describe the 

worst scenarios, so they know the crown jewels but may not consider them from a cybersecurity 

perspective. The question is how to protect them. Put boundaries and protections around the crown 

jewels first. You’re right—there’s a lot of noise—so you need to identify the most critical set of assets 

and devices that will keep the power flowing. As you mature, you can grow from there. 

BitSight 

In late 2020, the U.S. National Security Agency issued a list of 25 vulnerabilities that are being exploited 

by nation-state actors, warning organizations with those vulnerabilities to patch, update, or remove the 

at-risk systems. Figure 16 shows the percentage, by industry, of companies that have systems with the 

NSA-identified vulnerabilities. The utility industry had the highest percentage of vulnerabilities. The 

colors represent remotely accessible vulnerabilities with high common vulnerability scoring systems 

(CVSSs), i.e., vulnerabilities that are easy to exploit. 

BitSight makes about 250 billion measurements a day around cybersecurity performance. The 

measurements are IT-focused, but there’s a big IT–OT intersection that’s sector-specific. BitSight 

conducts Internet assessments, communicating with systems non-intrusively to determine their 

vulnerability.  

For individual organizations, BitSight gathers measurements and assesses them to provide a rating, based 

on quantitative analysis, of an organization’s security performance management over time. A utility can 

see how well it is performing compared to peers: how well assets are understood, what kind of controls 

are being implemented, and how well—and how quickly—issues are addressed. 

• Assess cyber risk and compare to industry and peers 

• Efficiently allocate resources to address cyber risks 

• Set, track, and report on program performance over time 

The next concern is the supply chain. Even if a utility finds no internal issues, a service or equipment 

provider could introduce a vulnerability. BitSight maps the supply chain, assesses the other organizations, 

and provides data to drive conversations about third-party risks. Outside providers need not be notified 

of the assessments, which avoids disclosure issues. BitSight has continuous visibility into vulnerabilities 

that could pose threats to the utility. 

• Make cyber risk decisions at the speed of the business 

• See where the cyber risk is across the supply chain 

• Prioritize resources to focus on riskiest vendors 

• Team up with vendors to remediate cyber risk 
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Figure 16. Percentage of entities with at least one NSA remote access vulnerability (October 2020). (Source: Stephen Boyer, BitSight) 

Question and Answer Session 

Q: Everybody is talking about legislating issues related to the supply chain. Much of an organization’s 

cybersecurity posture depends on the ones providing products and services. When thinking about 

supply chain challenges, what are some of the most effective strategies to engage with third-party 

suppliers? 

A: You need to recognize this as a real risk and have a program with buy-in at the organizational level, 

so let me suggest principles around which you might build that program: 

• Partnership and collaboration. You want to be a partner with those suppliers. Call and say, 

“How can I help?” If it becomes adversarial, you will not be able to make the necessary changes. 

The third party’s systems are their systems—you can’t control them; you can only influence and 

help.  

• Timing: early and often. The earlier you engage, the more likely you are to influence behaviors 

and processes. Also, you want to engage often because this world is dynamic—it’s not “set and 

forget”—vulnerabilities that weren’t there last year may be present now. 

• Data and measurement. We specialize in showing gaps in a program, areas where a supplier may 

have underperformed or had vulnerabilities. It’s good if you can talk about those specific things, 

as opposed to general questions. If you just ask, “Do you have a vulnerability management 

program?”, the supplier will almost always check the box and say, “Yes.” It’s a different 
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conversation to say, “We saw that you had some of those NSA-identified vulnerabilities. Are 

you aware of those? What are you doing about them?” 

Q: Once you’ve addressed some of the issues and you’re ready to communicate with the company 

executives or the board, can you give us some tips about the best way to present the information? 

A: You need to speak the language of the business. If you talk in security terms, you’ll lose them. Think 

about risks to the business and performance using metrics, e.g., improved performance quarter over 

quarter and benchmarks against the competition. If you gain the executives’ and board’s confidence, 

you’ll gain the resources you need. 

Axio 

Axio360 is a cyber risk management information system. The software platform supports four the pillars 

of Axio’s approach: 

1. Cyber risk quantification: understanding the risks to the business and possible exposure in 

financial terms 

2. Cybersecurity planning and management: understanding the organization’s level of preparedness 

to meet the risks identified in Step 1 

3. Insurance stress testing: knowing whether the organization has the financial ability to recover 

from an event and whether the right insurance coverages are in place 

4. Control initiatives: prioritizing investments to plug gaps and reduce risk 

Early cybersecurity investments have big payoffs in terms of reducing risk. As an organization’s risk 

management matures, investments have lower impacts; more resources are needed to achieve the same 

rate of achievement. At a certain point, it makes more sense for an organization to transfer some of the 

risk by procuring insurance (see Figure 17). 

 

Figure 17. The risk curve indicates that companies with mature risk management profiles might consider transferring 

some risk rather than investing further resources. (Source: Brendan Fitzpatrick, Axio) 
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Note: Cyber insurance began as network interruption insurance, and even today, many policies cover 

only network interruption and data breaches. However, there are companies that provide coverage for 

other exposures, such as assets that maintain the grid. 

Question and Answer Session 

Q: What are the benefits of incorporating risk quantification into a cyber program? 

A: Many people falsely believe they have to have many other processes in place before they get to this 

more “senior” activity. But it does two things for organizations, whether large or small and whether the 

cyber programs are robust or nascent.  

First, it helps the chief information security officer (CISO) elevate the conversation around 

cybersecurity to the business level. Instead of providing the CEO with a spreadsheet that shows 27,000 

vulnerabilities, you can say, “Here are the top five concerns, and here’s the bottom-line cost.” The CEO 

can then compare the risks you’re presenting to other operational risks across the business. 

Second, the CISO will benefit from aligning to the business. Most CISOs started in technical roles and 

may not be as well-versed in the business as their peers at the table. CISOs are trained to perform a 

technical checklist, and if they don’t understand what the exposure to the business is, they might be 

doing things that are on the checklist but that don’t actually reduce the risk to the business. 

Q: What happens when an Axio platform is used (vs. just using a spreadsheet)? 

A: You can do cybersecurity assessments and quantification activities in spreadsheets, but it’s not fun. 

Our platform makes it easy and brings best practices and insights. We have integrations with companies 

like BitSight, so you can see some of those scores in line with your assessments. Using the Axio platform 

also eliminates the need to do a new assessment every year. Instead, you use a single assessment with 

milestones so you can see where you’ve been, where you currently are, and where you’re going.  

Note: Larger or growing organizations, especially should do different assessments for different areas, 

e.g., an IT assessment and an OT assessment. Some organizations do up to 30 assessments. But with 

Axio360, you need to do each assessment only once. 

SANS 

SANS is primarily a research and education organization. The focus is on cybersecurity training. SANS 

also does credentialing and certification, which involves testing and validation.  

SANS also provides and/or supports resources for the cybersecurity community. Examples include news 

and alerts, tech talks, tools and workstations, solutions forums, scholarship programs, community 

programs, industry research and analysis, and an annual security awareness report. These resources 

scale from targeting the most junior level (e.g., Girls Go CyberStart for high schoolers—the future 

workforce) to veteran programs (e.g., GridEx, a distributed exercise that simulates a cyber and physical 

attack on the electricity grid). With these resources, even organizations with limited training budgets 

can stay involved and continue learning. 

SANS also assists with building realistic cyber ranges, physical and/or virtual platforms that enable hands-

on cybersecurity practice. The focus is not on creating the biggest range with the most technologies, but 

rather on what the range needs to cover to drive toward learning objectives that matter to that 

organization. 
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Figure 18. SANS provides a range of community resources for every level. (Source: Tim Conway, SANS) 

Question and Answer Session 

Q: To what extent are measurement and metrics used in the NERC CIP program? 

A: For any audit review—especially when you add the complexities of a cyber domain and those of the 

electricity sector—there is no one right answer, so measuring that becomes difficult. There’s a message 

that matters at the board level: Do we have violations? That’s the entry level in terms of the measuring 

stick, i.e., “We had an audit, and we were compliant.” From a board perspective, that may be enough. If 

you work in the space, you know that’s not true. Even after an auditor conducts a five-day audit to the 

NERC CIP standards, looking at each requirement and each measure, all the auditor can say is that no 

violations were found—not that the organization is truly compliant. The auditor has been in the facility 

for a limited time and looked at a subset of assets. The real measuring stick comes from auditor 

recommendations on how to improve programs, or from companies running continuous improvement 

programs. Remember: If a company is running an excellent program, the cybersecurity team will find 

more violations; violations indicate not poor performance but discovery [see the chapter on NERC CIP 

cybersecurity standards and best practices]. 

Q: It’s a general truth that compliance is not the same as security. Compliance is a good step but is far 

from synonymous with a well-run security operation. You (Tim) are somewhat instrumental in putting 

together GridEx, the biannual grid exercise in North America. In that exercise, when you’re 

communicating with stakeholders (whether nations or utilities), how do you use metrics to let them 

know whether they’re getting better, getting worse, or treading water? 

A: As with the audit review question, there is no one clear answer. In a GridEx exercise or any exercise, 

the metric is the learning. Certainly, there are metrics you can point to: growth, training hours, number 

and diversity of participants. But at its core, you need to measure learning from the perspective of a 

dynamic workforce. There may be people who have done the exercise six times; is that meaningful? Are 
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the learning objectives in line with the threats that matter? Are you training to a realistic exercise? Is it 

going to make a difference in an actual event? There will also be participants—new to the company or 

to cybersecurity or to the electric sector—who are doing the exercise for the first time. Does the 

exercise also meet their needs? So, although there are plenty of things you can measure, what matters is 

the learning—both the individual learning and the team learning (i.e., how you work together through an 

event). These things can be measured only within each entity’s lessons learned, what was identified in 

terms of policies or deficiencies, and how to improve moving forward. That’s the most important part of 

the exercise. 

  



Electricity Sector Cybersecurity and Digitalization Handbook  

Energy Sector Cyber Threats, Intrusion Detection, & Testing 46 

ENERGY SECTOR CYBER THREATS, INTRUSION DETECTION, & 

TESTING 

Definition of the Topic  Panel Speakers 

This section summarizes the industry panel 

on Energy Sector Cyber Threats, Intrusion 

Detection & Testing that provided leading 

U.S. companies an opportunity to share the 

latest information on their products and 

services, aimed to increase power utilities’ 

awareness and strengthen their preparedness 

for cyber threats. The five person panel 

discussed both proprietary and open source 

options to assess cyber threats and 

implement security solutions appropriate to 

the threats. 

 ➢ Andy Bochman, Senior Grid Strategist, Idaho 

National Laboratory (moderator) 

➢ Tim Watkins, Lead Product Sales Manager 

for OT-SDN, Schweitzer Engineering 

Laboratories, Inc. (SEL) 

➢ Drew Bagley, Vice President and Counsel for 

Privacy and Cyber Policy, CrowdStrike 

➢ Otis Alexander, Principal Cyber Security 

Engineer, MITRE 

➢ Michael Mylrea, Director, Cybersecurity 

R&D for Operational Technology, GE Research 

➢ Coleman Mehta, Senior Director, U.S. Policy, 

Palo Alto Networks 

View this panel discussion 

CrowdStrike 

In modern parlance, “endpoint” has a broad definition. Anything that connects to your internal network 

or the Internet, including sensors and IoT devices, should be considered an endpoint. This broad 

definition emphasizes the importance of endpoint security in defending against cyber threats. Internet-of-

Things devices are more and more common because of the benefits they provide for modernization and 

digitalization. They also come with new cybersecurity pitfalls because they tend to be simple, cheap 

devices with minimal security built in. In the energy sector, the network now includes devices that were 

formerly analog, especially with the rollout of smart meters. As you deploy new devices, especially IoT 

devices, it is important to think about your security strategy.  

With digitalization, utilities are also responsible for an ever-growing stream of data that adversaries may 

target. To protect this data, utilities have to think not only about their own security posture, but also 

their supply chains. In addition to protecting your own data on your own networks, you should also 

limit how much information is available online about what equipment you use and what suppliers you 

rely on because adversaries can use that information to develop their plans. 

To detect intrusions, it is important to understand indicators of attack and the pathways that adversaries 

could move through your network. Indicators of attack are frequently available through different 

security products and through information sharing channels. These indicators can help you identify when 

a known threat is using one of their typical tactics, techniques, or procedures against you. If an adversary 

gains some access to your network, for example through some IoT endpoint or even through physical 

access to a USB port, they will still need to find a pathway to the machine or device they are seeking. 

Knowing these potential pathways to key targets—your most valuable equipment and systems, in 

particular—gives many opportunities to detect an attacker. You only need to detect them at one point 

in the pathway to know they are in your network and to begin your response efforts. 

https://usea.org/event/cybersecurity-and-digitalization-industry-panel-energy-sector-cyber-threats-intrusion


Electricity Sector Cybersecurity and Digitalization Handbook  

Energy Sector Cyber Threats, Intrusion Detection, & Testing 47 

Continuous improvement is an essential principle in protecting your organization from cyber threats. 

Adversaries will continue to innovate, so certification schemes must incorporate some level of 

continuous improvement and innovation in defense and security methods.  

Additional Resources 

• CrowdStrike Endpoint Security Products 

• Hybrid Analysis 

Palo Alto Networks 

The cybersecurity industry as a whole is different than the broader technology industry. For example, at 

its best, a smart phone is seamless to use. One tap and you can order an Uber. The technology behind 

that Uber uses a mapping function, a dispatch function, a payment function, and others all working 

together seamlessly.  

The current cybersecurity industry is not so integrated. One company offers firewalls, another provides 

endpoint protection, and so on. Some large utilities may set up a security operations center (SOC) 

which might buy a lot of tools to have broad coverage. In that case, the analysts will be drowning in 

alerts from all those tools and potentially over-reacting to those alerts.  

Key features to look for in products that help protect against threats and detect intrusion are how they 

combine all the data sources from network traffic to device logs and whether they can use automation 

to process that data. Organizations just starting out can easily overwhelm their analysts’ free time and 

their capabilities by buying too many products. Being smart about what cybersecurity products you 

deploy can reduce overlap and enable analysts to look at incidents more efficiently. 

Additional Resources 

• Palo Alto Networks: Electric Utilities  

GE Research 

Protection and detection are essential pieces to security. Detection, in some sense, operates on the 

assumption that an adversary will at some point gain access to your network and cause problems. 

Adversaries are not the only source of issues, however. Human error or computational errors could 

equally cause damage, albeit unintentional.  

Some cybersecurity products seek to prevent incidents whether they are caused by malicious attackers 

or human error. By understanding what normal operations look like and by understanding the physics of 

the electrical grid, products can identify anomalies. Digital Ghost from GE Research creates a digital 

model of the equipment and uses that digital model to ensure safe operation and improve asset 

performance. 

Additional Resources 

• GE Digital Ghost: Real-time, active cyber defense 

MITRE 

A large part of protecting against attacks is understanding the tactics, techniques, and practices of 

adversaries. This is called threat informed defense. Understanding this adversary tradecraft helps to 

prevent, detect, and respond to cyberattacks. MITRE developed and maintains the ATT&CK knowledge 

base of adversary behavior, which is based on real-world observations of attackers. This free and open-

https://www.crowdstrike.com/endpoint-security-products/
https://www.hybrid-analysis.com/
https://www.paloaltonetworks.com/security-for/industry/electric-utilities
https://www.ge.com/research/offering/digital-ghost-real-time-active-cyber-defense
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source resource provides a common language for stakeholders to talk about what adversaries are doing 

on the network.  

When you think like a defender, you look at the ways you are vulnerable, no matter how unlikely it is 

that anyone would notice those vulnerabilities. Thinking like an attacker helps to clarify what choices an 

adversary would make, what targets would create the most impact, and what methods would be used 

against your network. This limited focus from thinking like an attacker helps to put resources where 

they have the most impact, especially for smaller utilities that have to carefully prioritize those 

resources. 

The ATT&CK knowledge base includes a set of TTP that cover adversary tradecraft against enterprise 

networks, mobile devices, and ICS. Each of these technique matrixes show the tactics that have been 

observed, the techniques that adversaries employ, and the specific examples of the procedures that fit 

within that technique. As you drill down into these resources, you can also find recommendations for 

mitigations. 

 

Figure 19. An ATT&CK matrix for ICS specific tactics and techniques. Each cell in the matrix represents at least 

one real-world example of an attack. (Source: Otis Alexander, MITRE) 

Additional Resources 

• MITRE ATT&CK 

• MITRE ATT&CK for ICS 

Schweitzer Engineering Laboratories (SEL) 

One advanced technique to structure a local area network to make it more defendable is to use 

software defined networking (SDN). SDN allows the network engineer to build a virtual circuit between 

devices and separates the data flowing through the network from control of how the data flows. 

Because OT networks are typically stable and unchanging, network engineers can use SDN to define 

https://attack.mitre.org/
https://collaborate.mitre.org/attackics/index.php/Main_Page
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how the paths that data on the network is supposed to take, along with back pathways if a device fails. A 

central data flow controller empowers the network engineer to centrally configure and manage the 

network, while SDN enabled switches faithfully forward data according to the flow controller’s 

configuration. 

The SEL OT SDN product enables this level of customization, which provides some tremendous 

cybersecurity benefits. This enables a deny-by-default philosophy so that the only traffic allowed on the 

network is the expected traffic. For example, if an unauthorized device enters the network (e.g., 

someone plugs into a port they shouldn’t use), the flow controller immediately flags the new device and 

can alert the intrusion detection system. Insider threats are also easier to identify as the flow controller 

can recognize anomalous activity such as network scanning. This too can be flagged for the intrusion 

detection system.  

Traditional networks often have security at the perimeter of the network, monitoring and controlling 

what comes in and what passes out. If an attacker were able to access a machine inside of this security 

perimeter, they would be able to move about easily. With an SDN, the security engineer can monitor 

and control data flows between machines. Moreover, the SDN can customize how it logs data flows, so 

high-risk communication paths (e.g., commands from a human controlled machine) can be given more 

attention than low-risk communications (e.g., two automated machines communicating in very 

predictable ways). 

Additional Resources 

• SEL Software-Defined Networking  

• SEL, Software-Defined Networking Addresses Control System Requirements (pdf) 

• SEL, Using Software-Defined Networking to Build Modern, Secure IEC 61850-Based Substation 

Automation Systems (pdf)  

• SEL, A Practical Guide to Designing and Deploying OT SDN Networks (pdf)  

• SEL, Improve Protection Communications Network Through Software-Defined Process Bus 

(pdf)  

• SEL, Itaipu Dam uses OT SDN Whitepaper 

Questions and Answers 

What techniques are recommended to communicate with leadership in private or public sectors or with 

generals and other military leaders? 

• Senior leadership, whether C-suite in the private sector or cabinet level in the public sector, 

does not typically understand cybersecurity nuances, but they do typically understand risk and 

resource requirements. Cybersecurity issues should be framed in terms of the risks that could 

affect the company and the resources required to mediate those risks. To argue for investment 

now, it is best to frame it as a trade-off between a smaller investment now in order to save time 

and resources later. Metaphors can also be useful. Where appropriate, use leadership’s words.  

Figure 20. Image of the SEL-2740S Software Defined Network Switch—an integral component SEL's SDN product. 

(Source: Tim Watkins, SEL) 

https://selinc.com/solutions/p/software-defined-network/
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6655_SoftwareDefined_RS_20140423_Web.pdf?v=20200908-183924
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6959_UsingSoftware_AK_20191108_Web.pdf?v=20210222-222201
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6959_UsingSoftware_AK_20191108_Web.pdf?v=20210222-222201
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6911_PracticalGuide_RM_20190131_Web.pdf?v=20210222-222228
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6805_ImproveProtection_QY_20180126_Web3.pdf?v=20190307-012505
https://selinc.com/mktg/122222/
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• The common investment pattern, unfortunately, is to wait until after a crisis hits to take any 

action. Making the argument for early, proactive investment is an uphill battle. The crisis is 

sometimes the only thing to push people into action. 

• These threats are real even if they aren’t tangible like tanks and weapons. The grid disruptions in 

Ukraine in December 2015 and again in December 2016 are widely considered to be 

demonstrations, rather than as a full-fledged attempt to cause significant disruption. 

Nonetheless, these attacks are clear example of what is possible with cyberattacks. 

• If you are critical infrastructure, you will be targeted. If you are targeted, you will be 

compromised. A motivated, well-resourced adversary can almost certainly find some access. 

What are the key concerns utilities should consider when considering moving data and/or applications 

to a cloud provider? 

• Leverage the cloud only where it makes the most sense and can extend capabilities of the utility. 

For example, the cloud may offer tremendous advantages to processing data compared to what 

hardware most utilities can install and operate. 

What free and open-source tools are available to small utilities? 

• Communication is essentially a “free” and effective tool to improve cybersecurity. In most 

organizations, IT and OT people do not communicate enough. The business side of the 

organization is never involved either. Legal departments similarly may have knowledge about 

requirements and liabilities and should also be involved in conversations. Break down 

“stovepipes” between different parts of your organization. 

• ISACs offer sector specific communication channels and can facilitate conversation between the 

government and the commercial sector. They exist in the United States and the European 

Union. If you don’t have one in your region, you can consider starting one.  

• Phishing remains one of the most common ways attackers gain a foothold in a target network. If 

your email provider does not have anti-phishing tools, there are several websites that will allow 

you to examine a suspicious URL or attachment in an email, including Hybrid Analysis (from 

CrowdStrike) and Virus Total. 

• The SANS Institute catalogs free tools and resources, training and events, and newsletters. 

  

https://www.hybrid-analysis.com/
https://www.virustotal.com/
https://www.sans.org/free
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Photo credit: Dennis Schroeder / NREL via Flickr 

https://www.flickr.com/photos/nrel/38040900182/in/photolist-2d5ohVa-2d5ogYk-UAsEUp-2gMN9oU-2etcfmz-QGUGZe-2dn8Qvw-2eHRaK3-2gMNTis-2jXooa6-2gMNTez-22cgc1p-UbecHU-U3ewSi-2jXoo44-TDSuz5-2hsKNcm-oez1xd-ou35bJ-ZXxyim-2fQZLsw-UeNgtK-UbecEN-2hsLNzz-2hsKNkC-2hsH5nF-2hsLNA6-2hsH5hL-2hsLNjK-2hsH5iC-2hsLNAw-2hsKNiZ-2hsW6CL-2hsLNtC-2hsKNek-2hsKN64-2hsKN8D-2hsW6x5-2hsKNgz-U3ewQV-2hsKN7g-2hsKN6j-2hsH5dT-UeNhaz-2hsH5ju-UeNfua-2hsKNeF-2hsKNid-2hsKNfh-TZUejJ/


Electricity Sector Cybersecurity and Digitalization Handbook  

Utility Data Protection Policies and Practices 52 

UTILITY DATA PROTECTION POLICIES AND PRACTICES 

Definition of the Topic  Webinar Speakers 

Data protection is a critical aspect of compliance in many 

industries, including the energy sector. In fact, sensitive 

data is the most common target of cyber attacks. 

This section addresses data protection considerations, 

best practices, and legal/regulatory frameworks in an era 

of smart grids and sophisticated cybersecurity threats. 

 ➢ Drew Bagley, Vice President and 

Counsel for Privacy and Cyber 

Policy, CrowdStrike 

➢ Heng Mok, Chief Information 

Security Officer, AGL Energy 

(Australia) 

View this webinar 

Data Protection Basics 

The fundamentals of data protection can be summarized in three fundamental principles: integrity, 

availability, and confidentiality. This is sometimes referred to as the “CIA triad.” Data integrity refers to 

the ability to trust that the data has not been altered in unexpected or undesired way, and that the data 

is authentic. Reliable data is vital for providing reliable energy. For example, billing systems and planning 

efforts require accurate data. Data availability refers to the ability of authorized users to access the data 

when needed. Data availability is critical for utilities to intelligently deliver power. Data confidentiality 

refers to the ability to keep data away from unauthorized users or external parties. Protecting data in 

both storage and in transit is needed to avoid a breech. Protecting data from access by people with bad 

intentions is crucial to prevent disruption. 

Utilities typically generate a lot of data. All aspects of the business produce or rely on some type of data. 

For example, customer data and employee data are typical in all businesses. Data about the 

organization’s IT infrastructure is also ubiquitous on the enterprise side of the organization. Utilities also 

have more specialized data regarding the operational side. The SCADA system collects and processes 

large amounts of data to maintain visibility and control of the energy delivery systems. Many utilities are 

also expanding into smart grid and IoT devices, which both produce and rely on data streams, typically 

out in the field, farther from the central control of the utility. Finally, other confidential data, for 

example, around contracts or pricing, may exist. 

Utilities have three basic roles and responsibilities related to protecting data: the data subject, the 

controller, and the processor. The data subject is the individual whose information is being collected and 

processed. That could be an employee or a customer or anyone else the utility is collecting data about. 

For example, a smart thermostat could have a unique identifier that therefore ties the data back to an 

individual. The data controller is the primary beneficiary and user of the data. The controller determines 

the purpose of using the data and how it will be processed. The data processor is the organization that 

processes the data on behalf of the controller, and therefore have not only access to the data, but also 

authority to potentially modify it. 

Data protection obligations arise from many sources. You may have to protect data because of non-

disclosure agreements, contractual security and privacy obligations, or specific data protection and 

privacy regulations, for example. Privacy regulations differ by country and by the type of data, but typical 

categories include personal data, health information (e.g., of your employees), financial data, and national 

security data. Utilities almost certainly have proprietary data that must be protected, like specific design 

of the grid and the technologies used, as well as the supply chain data.  

https://usea.org/event/power-utility-data-protection-policies-and-practices
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Protecting Utility Data 

Cybersecurity is key to data protections. Most cybersecurity legislation requires some type of security 

in order to protect security. For example, GDPR requires “security appropriate to the risk” and the 

Australian Privacy Act requires “reasonable steps to protect personal information.” The focus on risk 

and reasonable steps in these laws point to the utility’s need to protect data not only from current 

threats, but also to be mindful of changing and evolving threats and protect against those as well. 

Critical infrastructure sectors, like the electricity sector, may be subject to cybersecurity regulations 

specific to that sector. Saudi Arabia released critical controls in 2018; the EU established the NIS 

Directive; and NERC imposed CIP requirements on qualifying utilities in North America. 

Breach notification requirements are becoming more common around the world. The impact and 

severity of the data breach may change the urgency with which the breach must be reported both to 

authorities and to the people whose information was affected. 

Table 5. Breach Notification Requirements Around the World (Source: Drew Bagley, CrowdStrike) 

Country  Name of Law  Sector/Data 
Type  

Reporting Requirement 

United States 
(federal) 

The Health Insurance 
Portability and 
Accountability Act (HIPAA) 

Protected health 
information 

"Without unreasonable delay and in 
no case later than 60 calendar days 
after the discovery of a breach" 

United States 
(New York) 

NYDFS Cybersecurity 
Requirements for Financial 
Services Companies  

Financial entities  "As promptly as possible but in no 
event later than 72 hours" 

European 
Union  

General Data Protection 
Regulation (GDPR)  

Personal data  "Without undue delay and where 
feasible, not later than 72 hours 
after having become aware" 

Canada  PIPEDA  Personal 
information  

As soon as feasible where there is 
a "real risk of significant harm" 

Brazil  Brazilian General Data 
Protection Law (LGPD)  

Personal data  Must report within "a reasonable 
time period" 

Australia  Notifiable Data Breaches 
Scheme  

Personal 
information 

If “likely to result in serious harm” 
then ”expeditiously” and, where 
possible, within 30 days 

Utilities need to think about what to do if there were a data breach or an incident. What type of data 

does your utility have in its possession? How is it being protected? Would you be able to investigate and 

quickly report if something happened? What would be the potential impacts based on the different types 

of data that was accessed? Personal data released could lead to something like identity theft. Stolen 

credentials (e.g., passwords) could lead to a severe impact if used to access critical grid infrastructure. 

Note that several of the breach requirements in Table 5 have different requirements based on the 

potential impact. 
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Threats to Data Protection 

It is important to understand the cyber threats typical in the landscape today. There are a wide variety 

of threat actors whose aims and techniques vary. Some of the most common actions seen today include:  

• Credential harvesting: Adversaries attempt to steal credentials from the people with access 

to sensitive information. Credentials may allow attackers to move laterally within a network to 

access more valuable data. 

• Espionage: Adversaries monitor utilities and map out the supply chain to find out pricing, for 

example, or learn some trade secret of the utility. 

• Firmware corruption: Adversaries utilize access to a computer (e.g., through phishing or 

credential harvesting) to replace the proprietary firmware with a corrupted version that will 

help their objectives. 

• Data destruction: Adversaries may cause permanent, irreversible damage by deleting data or 

they may encrypt data (see ransomware below). In either case, the attacker interrupts the 

availability of data. 

• Inhibiting of system recovery: When the system is attacked, adversaries may take extra 

steps to make recovery of that system more difficult. 

• Ransomware: Rather than delete data, adversaries encrypt the data and demand a ransom 

from the target to decrypt the data. Ransomware has been on the rise in recent years, especially 

against government entities like school districts and city halls. 

Beyond the common techniques, it is also helpful to think about the potential adversaries as well. 

Common categories of adversaries include nation states, e-criminals, and hacktivists. Their motivations, 

techniques, resources, and capabilities vary by category. 

• Nation States: These adversaries are typically well-resourced, and their motivation is driven 

more by intelligence requirements than monetary concerns. These threat actors are 

professionals with a mission. 

• E-Crime: These adversaries are motivated by financial gain and will target small and large 

organizations alike to gain access to bank accounts. Their tactics include surveillance to enable 

social engineering, and phishing emails to either convince the target to make a financial transfer 

or to harvest credentials to execute the transaction themselves. 

• Hacktivists: These adversaries’ motivations vary as do their capabilities. Their activities could 

range from relatively benign but embarrassing vandalism up to significant disruption or 

destruction. Their techniques tend to be relatively simple like web defacement, denial of service 

attacks, and doxing (publishing personal data of their targets). 

When thinking about the value of the data you protect, it can be useful to remember that the 

adversaries are people whose livelihood may depend on successful attacks, and who may have their own 

organizational structures, project deadlines, and value propositions to consider. 
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Best Practices 

Always assume that you or your organization could be a target. Your goal in data protection should be 

to maintain the integrity, availability, and confidentiality of your data. Think about who else would find 

that data valuable.  

As a first step, it is important to understand what valuable data you have, where it is stored, and how it 

flows into, through, and out of your organization. It is also important to recognize where that data 

should not be going. These questions are especially important for any specially regulated or sensitive 

data (e.g., proprietary grid data).  

Your supply chain is another key element for data protection. You may understand that a vendor uses 

valuable data from your utility, but do you know how that vendor uses the data and whether it leaves 

their control? Are there alternate, unintended purposes that data could enable? 

It is also important to examine your technical and organizational safeguards to make sure that they 

provide the right level of protection. Several technical solutions are commonplace, and could be 

included where feasible, for example, two-factor authentication, endpoint protection with real-time 

updates, or ICS specific anti-virus products.  

Protections can fail, so detection and response are essential components. Think about how you would 

respond to an incident as well as who you would rely on to help in that response. The response effort 

would include not only technical actions to determine severity of the incident, but also the 

organizational actions to communicate to key stakeholders or to look at potential legal liabilities. 

Finally, stay vigilant. Data protection is holistic, which means you have to consider many factors specific 

to your utility to apply data protection policies and practices that work for you. That said, it will help to 

follow common data protection frameworks. For example, GDPR provides some fundamental principles 

around transparency, purpose limitation, accuracy, storage limitation, integrity, and confidentiality.  

  

Responding to Ransomware Attacks 

✓ Good data back-ups are essential, but they must be tested before they are needed. 

✓ Preventing ransomware in the first place is even more effective: endpoint protection is key. 

✓ Tabletop exercises can be used to test the organization’s processes and identify difficult questions 

like: Who will you need to communicate with and how? When will you involve insurers? 
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AGL Case Study: A Data Protection Campaign Focused on the Human Perspective 

Who is AGL? 

AGL is one of Australia’s largest energy providers. They deliver gas, electric, and telecommunication 

services to residential, small and large business, and wholesale customers across Australia. AGL 

developed the Raindrop Campaign to better communicate data protection to their staff. 

Trends in the Energy Industry 

The energy market is complex and evolving, which drives new data protection requirements. Historically, 

assets were centralized, but modern grids incorporate many more distributed energy resources. Electric 

vehicles are another major transition for the electricity sector, potentially placing energy storage in many 

homes. IoT devices proliferate throughout the sector to monitor assets and enable better optimization. 

Digitalization has brought cloud service providers and other 3rd party IT providers deeper into the utility 

space. With digitization, there has been more commoditization of the technologies used in power plants. 

Rather than unique controls, many power plants rely on common hardware, which can increase the 

potential attack surface for the sector. 

The Raindrop Campaign 

Data and information protection is a shared responsibility for all staff and third parties that handle and 

interact with your data and information. All staff need to be aware of their responsibilities and how they fit 

into the overall security of AGL. The Raindrop Campaign is how AGL communicates these responsibilities 

to its staff. This campaign builds an analogy between raindrops and data. 

Raindrop Campaign 5 “R”s Data Protection Implications 

Recognize: Every piece of data is like 
a raindrop—precious 

Special data, like plant maintenance schedules, 
warrants “confidential” labels with AGL. 

Regulate: Raindrops can fall 
anywhere and be used by 
anyone 

Who has access to data and information? Does 
the data require special access control because 
of regulations or other requirements? 

Responsible: Collect and safely store 
raindrops 

Where is the data coming from and where will it 
be stored? Will it be in the cloud? 

Respect: People protect and 
manage raindrops 

Who are the data stewards and how can we get 
in contact with the? 

Realize: Need to maximize the 
potential 

How does the data add value in aggregate and 
how could it be used? For example, to enable 
predictive maintenance of assets. 

 
AGL developed this campaign to be human-centric and to simplify their message about data protection to 

make it relatable and easily understood. 

(Source: Heng Mok, AGL Energy [Australia])  
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INDUSTRIAL CONTROL SYSTEM (ICS) AND SCADA: RISKS AND 

SOLUTIONS 

Definition of the Topic  Webinar Speakers 

This section provides an overview of cybersecurity for electric 

utility operational technology (OT) control system environments 

such as industrial control systems, digital control systems, 

industrial Internet of Things, and supervisory control and data 

acquisition networks. The section also covers prominent cyber 

risks to grid infrastructure, core concepts of ICS-specific 

security frameworks, and considerations to foster an effective 

grid cybersecurity program. 

 ➢ Del Rodillas, Director of 

Industry Solutions, Palo Alto 

Networks 

➢ Mikhail Falkovich, 

Director, Information 

Security, Con Edison 

View this webinar 

Industrial Control Systems (ICS) and supervisory control and data acquisition (SCADA) systems lie at 

the heart of power sector utilities’ operations. These systems let operators monitor and control the 

crown jewels of the utility—the power generation, transmission, and distribution infrastructure that 

generates revenue for the company. Impacts to these systems can not only prevent the utility from 

generating revenue but can also have significant reputational impacts.  

What are ICS and SCADA? 

ICS and SCADA systems are the industrial networks that connect to an underlying industrial process. 

These systems may be used to monitor the industrial process and simply collect data, or they may be 

used to control the process and pass commands that will be carried out in the physical world (for 

example, controlling a robotic arm or using an actuator to open some valve). Because they monitor and 

control industrial processes, ICS and SCADA are part of the operational technology (OT) typically 

found in energy sector companies (e.g., oilfields and pipelines), utilities (e.g., powerplants and 

substations), and manufacturing plants. Typical ICS includes components like a control station, a process 

server, and a process controller, as shown in Figure 21. The control station gives the human operator 

visibility and control over the system. It might be a computer running a special proprietary operating 

system, or it could be a Microsoft Windows machine with specialized industrial control software. The 

process server may be a historian, recording data from the industrial process for analysis later. It may 

simply receive the data, or it may be communicating with process equipment to request the data. The 

process controller—sometimes referred to as a remote terminal unit (RTU) or a programmable logic 

controller (PLC)—has processing capabilities and can send signals to industrial equipment to cause a 

change (e.g., moving a robotic arm or opening a valve).  

 

Figure 21. Hypothetical makeup of an ICS or SCADA system used to monitor and/or control an underlying industrial process. 

(Source: Del Rodillas, Palo Alto Networks) 

https://usea.org/event/industrial-control-system-ics-and-scada-risks-and-solutions
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When it comes to securing ICS and SCADA systems, the primary focus is typically availability and 

integrity or safety (as opposed to confidentiality, which is more important in enterprise IT systems). 

Before digitalization, industrial processes were “air-gapped” from business networks because there 

wasn’t any way to connect them. As utilities have pushed for the benefits of digitalization and 

modernization, more connections are made from the OT networks to the IT/enterprise network or 

even to cloud systems. These connections increase the risk that someone could exploit vulnerabilities in 

ICS and SCADA systems. Even if organizations strive to keep ICS and SCADA system air-gapped from 

business networks and the Internet, connections can be made, sometimes unwittingly.  

Few of these OT devices were designed with security in mind, so they often contain vulnerabilities, and 

you will need to employ strategies to secure them. The impacts of disruptions to these devices can be 

severe and could include financial impacts from loss of service or key operational information (e.g., load 

information) as well as safety impacts or even loss of life. 

Threat Model 

When organizations place the OT networks behind the IT networks, threat actors have to gain several 

levels of access before they can reach the ICS and SCADA systems. Nation-state actors, terrorists, and 

cybercriminals would have to first gain access to your IT network, usually through social engineering 

attacks, including phishing emails. With access to the IT network, the attacker could potentially find 

legitimate credentials to use to access the OT network. With access to the OT network, the attacker 

would still need to identify and access specific machines to carry out their planned attack. Insider threats 

are another potential threat that is particularly dangerous because of the access they might have directly 

to OT networks. 

Zero Trust Approach 

A zero-trust approach is an important philosophy when thinking about threats, vulnerabilities, and 

potential impacts. A zero-trust approach focuses on the users and the assets they need to interact with 

rather than focusing on the network alone. In a zero-trust environment, you need to determine the 

minimum level of access someone or some group needs to do their job and design your systems to 

ensure they receive only that level of access. For example, if an employee only needs to read data from 

some grid equipment, they should only have access to read the data, not to make any configuration 

changes. In addition, zero-trust means validating that your policies are working. You also need to log all 

traffic and inspect it to ensure zero-trust policies are not violated. 

Defense in Depth and Defense in Breadth 

The NIST Cybersecurity Framework provides a model for defense in depth. (An overview of the 

Framework can be found in Chapter 3: Introduction to Cybersecurity Assessment Methodologies.) The 

NIST framework is organized around five high-level functions: identify, protect, detect, respond, and 

recover. Each of these functions builds on the last to develop a robust security posture.  

• Identify your assets and prioritize them. Devices on your network that are unaccounted for 

could become a vulnerability. Knowing what assets are on your network, and which ones are 

critical, enables maintenance to keep them operating as intended. 

• Protecting OT assets incorporates several strategies to limit exposure to an attacker. 

Network segmentation and access controls serve as roadblocks by keeping OT as inaccessible 

as possible from the IT networks. 
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• Detection is an importance complement to protection. If protection fails, detecting the 

presence of an adversary becomes essential. Centralized logging and data analysis are common 

strategies to identify an anomaly that gives away the adversary’s activity.  

• Responding to a cyber incident will be much easier and more successful if you have an incident 

response plan in place before the incident happens. If you do have an incident response plan in 

place, test it so that everyone knows their roles and expectations.  

• Recovery is the final function, comprised of business continuity and disaster recovery. Separate 

plans for each should be developed. Business continuity refers to actions you take to keep 

providing essential services even during the cyber incident that curtailed operations. Disaster 

recovery, on the other hand, refers to the activities to bring normal operations back up. Both 

these plans should also be tested. 

Defense in depth refers to implementing multiple layers of security and multiple security controls at 

each layer. The key aspect is that the most important assets, like your OT networks, should be at the 

bottom of your network, behind many layers of security. Cybersecurity professionals create 

“demilitarized zones” that sit between networks and act to separate segments and manage what users, 

what applications, and what data flows between layers.  

 

Ukraine Grid Attack Case Study 

Analysis of the attack on a Ukrainian distribution grid, carried out in December 2014, has shown that the 

attackers followed a long chain of steps in order to turn off power to customers and to damage 

equipment. First, they had to breach the perimeter of the utility’s business environment network. They 

accomplished this feat with spear-phishing emails to deliver the Black Energy malware. The attackers 

were then able to steal login and passwords credentials from the domain controller, which granted them 

access to the SCADA network. The attackers accessed the human-machine interface used to control the 

distribution grid. The attackers used the HMI instead to open electric relays en masse and cause a power 

outage. The attackers took several extra steps to inhibit the utility’s response. They abused ICS protocols 

to corrupt the firmware on the RTUs, and they used known malware to destroy the hard drives on the 

HMI, effectively cutting off the utility’s visibility to the grid assets. 

 

Domain 
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Internet 
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Energy 0-day) 

Steal User Credentials 

Pivot to SCADA 

(using stolen credentials) 
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Figure 22. Depiction of the sequence of steps attackers used to cause a power outage in Ukraine. (Source: Del 
Rodillas, Palo Alto Networks) 

 

Network 



Electricity Sector Cybersecurity and Digitalization Handbook  

Industrial Control System (ICS) and SCADA: Risks and Solutions 60 

 

Figure 23. A notional utility architecture for business networks and control systems. (Source: NERC, Security Guidelines for the Electricity 

Sector: Control Systems Electronic Connectivity via Mikhail Falkovich, Con Edison) 

In a hypothetical utility implementing defense-in-depth (see Figure 23 above), at the bottom layer, the 

layer most protected from the outside world, you have the processes and instruments that operate the 

grid including breakers, relays, AMI, and other devices. Above that, you have the monitoring and control 

devices that communicate with and control the bottom layer devices. The applications that human 

operators use to interface with these two layers sit above them. Above this application layer sits an 

operations DMZ, where operational, management, and data infrastructures collect information from the 

layers below and push it up to the enterprise layers. Business applications in the enterprise layer can use 

that data to evaluate operations, but they may also need to share that data with others. An enterprise 

DMZ provides a layer of security between the enterprise network and external networks like vendors, 

who may pose a risk to security because of their privileged access (see the previous section on Supply 

Chain Security). Ultimately, defense in depth minimizes the surface area of your network exposed to the 

outside, and it hides the most important assets behind many walls of defense. 

Conversely, without defense in depth, your utility’s assets could be exposed to the Internet. Scanning 

tools can and will find those assets, and without additional defenses, an adversary may be able to attack 

your assets with impunity. 

https://www.nerc.com/comm/CIPC_Security_Guidelines_DL/Control_Systems_Electronic_Connectivity_Guideline.pdf
https://www.nerc.com/comm/CIPC_Security_Guidelines_DL/Control_Systems_Electronic_Connectivity_Guideline.pdf
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Cybersecurity Capabilities and Value for OT Security 

There are a number of cybersecurity capabilities, some of which are more typically found on the IT side, 

that can deliver value for OT security. The following list is presented in order of increasing maturity. 

That is, the first capabilities should be appropriate for less mature organizations, while the last ones 

might only be found in the most mature organizations. 

• ICS Protocol Visibility/Whitelisting: Manage the traffic on your OT networks so that you 

know what protocols are being used and what protocols are allowed. Configuring devices to 

only allow necessary protocols (and deny all others) aligns with the zero-trust approach. 

• Asset Identification: Know what devices are on your network. Knowing this list of devices 

can keep you aware to new vulnerabilities and the availability of patches.  

• Intrusion Detection Systems and Intrusion Prevention Systems: Supplement legacy 

systems. IDS and IPS are good for detecting and protecting against known threats and can help 

to protect legacy systems that cannot be patched or secured. 

• Malware Sandboxing: Detect and protect against zero-day malware. With zero-trust, you 

default to assuming unknown files could be malicious. This technology places unknown files in 

their own environment or “sandbox” where they cannot impact anything until they are proven 

safe. 

• Threat Intelligence Management: Learn from others. Develop threat intelligence sources in 

order to stay apprised of newly discovered industry threats and protections. 

• Automated Threat Detection and Response: This advanced technology relies on machine 

learning and threat intelligence sources to automatically detect and respond to threats. 

A next-generation firewall (NGFW) is a relatively new class of firewall device that combines many of 

these capabilities. It can help to segment your network and enable the principles of zero trust. A NGFW 

is likely worth considering as you determine your gaps, priorities, and budget. 

IT-OT Collaboration 

The IT and OT teams often operate separately from each other, which weakens security, especially on 

the OT side. Sometimes, these two teams appear to have different goals, but they need to align to 

protect the organization’s core business. Communication between these groups can foster a 

collaborative culture and joint accountability. Cross-training personnel in both disciplines can be an 

effective tool to break down any barriers between the groups. Leadership in the organization may need 

to make IT-OT collaboration a priority before it happens. Communication within the organization is 

free, so this is a low-cost solution to improve OT security. 

Key ICS Resources 

• NERC, Security Guidelines for the Electricity Sector: Control System Electronic Connectivity  

• MITRE ATT&CK®  

• Shodan: The search engine for Internet-connected devices  

• North American Transmission Forum, Energy Subsector Supply Chain Risk Questionnaire  

• NIST Zero Trust Architecture SP 800-207  

https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Control_Systems_Electronic_Connectivity_Guideline.pdf
https://attack.mitre.org/
https://www.shodan.io/
https://www.natf.net/industry-initiatives/supply-chain-industry-coordination
https://csrc.nist.gov/publications/detail/sp/800-207/final
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THE IMPORTANCE OF SUPPLY CHAIN SECURITY 

Definition of the Topic  Webinar Speakers 

Supply chain risk management is an essential part of any 

cybersecurity program. Cybersecurity extends to all companies 

directly involved in the delivery of products, services, and solutions, 

and through all tiers of the global supply chain. Because of this, 

supply chains can introduce considerable cybersecurity risk to 

power utilities. It is imperative for electric power utilities to 

understand supply chain security risks and ask important questions 

regarding vendor and product assessment and selection, security 

vulnerability monitoring and mitigation, and quality assurance. 

 ➢ Tim Watkins, Lead 

Product Sales Manager for 

OT-SDN, Schweitzer 

Engineering Laboratories, 

Inc. (SEL) 

➢ Sergey Galagan, Chief 

Information Officer, NPC 

Ukrenergo (Ukraine) 

View this webinar 

Supply chains in the electric power industry are global and complex. Electric power utilities need to 

systematically assess the risks associated with their supply chains and develop effective and repeatable 

processes to mitigate those risks. Supply chain security should be based on comprehensive supplier or 

vendor diversity, trusted relationships with those suppliers and vendors, and a robust risk evaluation 

process to ensure a safe and dependable supply chain. 

Quality is Synonymous with Security 

An important early step in building supply chain security for an electric power utility is assessing the 

quality of the myriad of products and services that the utility purchases from suppliers and vendors. 

High-quality products and services can indicate a measure of assurance that those providers already 

follow effective security practices. Utilities should develop a process to evaluate the quality and security 

of current and potential providers by asking key questions, such as: 

• How long has the provider maintained a market presence? 

• What do other customers say about them? 

• How long is the provider’s warranty (e.g., months, years, or decades)? 

• Are customers so important to them that they will do the right thing no matter what with a no-

questions-asked warranty? 

• What type of reliability indicators do they have for the products already deployed into control 

systems? 

− What is the product’s mean time between failure or mean time between return? 

− What is the provider’s turnaround time for returned products? 

• What type of local or regional technical support do they offer? 

These questions are important to ask of and about providers before they are considered to supply 

products and services to the utility. 

Trusted Partnerships  

Ensuring supply chain security and quality, including for cybersecurity, requires forming lasting, 

collaborative relationships with each provider. Building and maintaining trusted partnerships with 

providers supports mutually agreed upon security goals and requirements. Communicating regularly 

with the provider to maintain high expectations in their products as well as demonstrate the utility’s 

https://usea.org/event/importance-supply-chain-security
https://usea.org/event/importance-supply-chain-security
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commitment to the success of the provider will go a long way to maintaining a positive strategic 

partnership.  

Utilities should adopt a “trust but verify” approach to developing relationships with providers. Selecting 

a provider for any important product or component should include vetting by multiple different groups 

within the utility to leverage different perspectives, such as from operations, physical and IT security, 

and procurement departments or teams. Also, where feasible, utilities should consider conducting audits 

of providers to verify mutually agreed upon security and quality processes and improve understanding of 

the provider’s business model and risks. 

When high levels of trust and established partnerships are not available, it is important for utilities to 

select redundant options to supply products and services where possible (and feasible). Maintaining at 

least two providers for critical components could make the difference between providing uninterrupted 

electric power and long-term disruptions.  

Hosting providers in events such as an annual conference is a consideration for enhancing provider 

connections and relationships.  

Supply Chain Assessment 

Threats to the electric power supply chain are always changing. To mitigate the risks associated with the 

changing threat environment, continuous assessment of the supply chain is required. Establishing and 

maintaining a comprehensive information system on providers, suppliers, vendors, parts, components, 

and software is an important best practice for supply chain security. Measurable risk rating criteria 

should be included, such as where the product is produced, whether it is a commodity component, if it 

requires customization, and primary and secondary providers. The financial and cybersecurity health of 

providers are also important metrics to document, maintain, and update.  

Supply chain assessments do not end with products and suppliers. Transportation and shipping 

mechanisms are potential generators of risk in the supply chain. To help ensure the secure delivery of 

products, similar processes of vetting and assessment should be applied to those that provide 

transportation and shipping of products to utilities. 

Forward-looking assessments into the supply chain are also important. Analyzing changing threat 

intelligence from government or private industry can allow utilities to detect, assess, and mitigate 

potential cybersecurity or physical threats to supply chains and internal infrastructure. For example, if a 

natural disaster disrupts production in a critical manufacturing region, the utility can identify parts or 

components from that region that are at risk of depletion and switch suppliers or vendors to maintain a 

more secure supply. 

Component Integrity Assurance 

Electric power utilities can ensure the integrity of products they purchase by verifying the performance 

of the products based on provider specifications. This information can be part of or tied to the supply 

chain information system maintained by the utility. To minimize risk, products or components should be 

acquired directly from manufacturers or their official distributors, where possible. When products 

cannot be sourced directly for those trusted providers, processes for detecting counterfeit products 

should be applied, such as x-ray, microscopic, and performance examinations. A simple visual inspection 

may be enough to raise suspicion of counterfeit, after which more detailed examinations may be 

conducted. 



Electricity Sector Cybersecurity and Digitalization Handbook  

The Importance of Supply Chain Security 64 

  

 

Supply Chain Security Case Study: Ukrenergo 

Ukrenergo is the state owned and operated electric power transmission system operator in Ukraine. It 

consists of 6 regional systems across the country and includes: 

▪ 103 substations ranging from 220 – 750 kilovolts (kV) 

▪ 68,000 megavolt-amperes (MVA) of substations transformer capacity 

▪ 19,100 kilometers (km) of transmission lines 

Following a succession of severe cyber attacks on Ukraine’s electric power infrastructure that shut 

down distribution and transmission substations in 2015 and 2016, Ukrenergo developed a 

comprehensive cybersecurity strategy for its OT and IT operations in 2018. The subsequent roadmap 

to implement the strategy directs organizations on how to achieve the strategy’s cybersecurity goals 

and objectives.  

Ukraine law requires state-owned enterprises to comply with specific regulations regarding 

procurement procedures, including regulations for: 

▪ Public procurement procedures 

▪ Multiple participants 

▪ Standardized package of technical requirements and qualifications criteria 

▪ Provisions for filing monopoly complaints 

▪ Strict budget procedures, including for supply chain security 

Ukrenergo’s implementation of the strategy led them to develop a repeatable process for progressing 

through the cybersecurity projects in the roadmap, while following government regulations. First, the 

organization chooses the next cybersecurity project in the roadmap. Then a specific list of 

requirements is developed for the project (including supply chain security), which are adapted into 

requests for proposals (RFPs). Based on the assessment of the RFPs, the organization selects three 

to five vendors for the project and continues with the mandated tender procedures. 

This repeatable process has improved the efficiency and defensibility of Ukrenergo ‘s completion of 

cybersecurity projects leading to a more secure and resilient electric grid for the country. 

Figure 24. Ukrenergo's repeatable process to work through cybersecurity projects.  
(Source: Sergey Galagan, NPC Ukrenergo [Ukraine]) 
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In addition to physical examination, software and firmware for products should also be scrutinized. 

Products not developed internally by the utility may have software or firmware that can be assessed and 

verified for authenticity. Depending on the product in question, the manufacturer may have digital 

signatures available for the utility to reference.  

Quality and Security Vulnerability Monitoring 

Supply chain security is not a linear concept with a clear beginning, middle and end. Consistent 

monitoring and updating of products, security processes, and documentation is required to minimize 

supply chain risks. A major part of that consistent monitoring is maintaining awareness of vulnerabilities 

that have been identified by manufacturers and industry security professionals. Trusted providers can be 

a valuable resource for vulnerability awareness and are likely to help identify mitigation options for such 

instances. 

Supply Chain Security Standards 

There are many security standards relevant to the electric power industry that either are focused on or 

contain dedicated sections on supply chain security. No one standard will be the best fit for every utility. 

Key points to consider when looking for a standard to apply to a utility’s supply chain security practices 

include that the standard: 

• Addresses a balance of operational security and cybersecurity 

• Focuses on implementation at the system-level rather than certifying at the device-level 

• Is reasonably priced to read as well as implement via approved third parties 

The NIST Security and Privacy Controls for Information Systems and Organizations document (often referred 

to as NIST Special Publication 800-53, Revision 5) is a free and effective standard to reference for supply 

chain security. Many other cybersecurity standards reference this NIST standard, so it is by practice a 

common set of terminology and reference points widely applicable in the electric power industry.  

Security by Design 

Many electric power utility systems have been operating for decades and have cybersecurity features 

added to existing structures by necessity. Also, cybersecurity is often brought into the development of 

new systems and processes after much of the design has been completed. As systems evolve and new 

systems are designed and implemented, the opportunity exists for utilities to build cybersecurity and 

supply chain security into the design process from the project inception and throughout its life cycle. 

This reduces the complexity and cost of securing such systems as well as reduces their inherent risks. 

Regardless of the level of security included in the design process, a balance of cost, security, and 

operational capabilities should be carefully considered to meet the needs determined by the utility 

organization. Such balance should be driven from senior leadership in the organization.  

Contracting Considerations 

Securing the supply chain for the various components, software, and services of an electric power utility 

across numerous vendors and suppliers is a complex endeavor. Repeatable procurement and contract 

requirements and language can help alleviate some of that complexity. The requirements can include 

compliance with specific security standards depending on the product or service sought. Utilities can use 

the procurement or contract language to disqualify low-performing vendors’ bids and help select those 

that are more closely aligned with the utilities’ requirements. 
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Key Supply Chain Security Resources 

• NIST Special Publication 800-53, Revision 5, Security and Privacy Controls for Information 

Systems and Organizations  

• SEL, Securing Your Supply Chain: Best Practices from SEL  

• SEL, Quality and SEL Case Study: Empire District Electric Company—Joplin, Missouri 

• National Renewable Energy Laboratory, Guide to the Distributed Energy Resources 

Cybersecurity Framework 

• AuditScripts Critical Security Controls Master Mapping 

• Pacific Northwest national Laboratory, Guide on Cybersecurity Procurement Language in Task 

Order Requests for Proposals for Federal Facilities 

• North American Electric Reliability Corporation, Guideline for the Electricity Sector, Supply 

Chain Procurement Language  

• Edison Electric Institute, Model Procurement Contract Language Addressing Cybersecurity 

Supply Chain Risk 

  

https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://cms-cdn.selinc.com/assets/Literature/Product%20Literature/Flyers/Secure%20Supply%20Chain_PF00551.pdf?v=20191210-142120
https://selinc.com/company/quality/
https://cms-cdn.selinc.com/assets/Literature/Publications/Case%20Studies/LCS0034_SELProtective_RB_20161017.pdf?v=20161018-191641
https://www.nrel.gov/docs/fy20osti/75044.pdf
https://www.nrel.gov/docs/fy20osti/75044.pdf
https://www.auditscripts.com/download/2742/
https://www.pnnl.gov/main/publications/external/technical_reports/PNNL-28661.pdf
https://www.pnnl.gov/main/publications/external/technical_reports/PNNL-28661.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Procurement_Language_FINAL.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Procurement_Language_FINAL.pdf
https://www.eei.org/issuesandpolicy/Documents/EEI%20Law%20-%20Model%20Procurement%20Contract%20Language.pdf
https://www.eei.org/issuesandpolicy/Documents/EEI%20Law%20-%20Model%20Procurement%20Contract%20Language.pdf
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CYBERSECURITY STANDARDS AND BEST PRACTICES: UTILITIES 

AND ISO 27001 

Definition of the Topic  Webinar Speakers 

This section sheds light into cybersecurity ISO 

standards designed to help technical experts and 

decision makers at utilities around the globe to move 

forward with certification. Utilities should understand 

which version of the standard to select; how the 

certification process works, and what are the benefits 

of certification. 

 ➢ Stefano Bracco, Knowledge 

Manager, Agency for the Cooperation 

of Energy Regulators (Slovenia) 

➢ Christiane Gabbe, Head of Security 

Grid & Infrastructure, Innogy 

SE/E.ON SE (Germany) 

View this webinar 

While utilities in the United States must use the NERC CIP Standards, utilities in the European Union 

and elsewhere rely on ISO/IEC 27001, the International Information Security Standard (also known as 

ISO27001). Compliance with ISO27001 requires utilities to complete each of eight steps. These steps 

are defined more completely in the standard, but below is an overview. 

Step 1: Ensure management support. The ISO27001 standard costs 118 Swiss franc ($125 in 

March 2021) and completing these steps requires employee time and effort, so implementing the 

standard is an investment. Management and leadership commitment is crucial to improving security, and 

that commitment is central to implementation of the standard. Leadership commitment can be difficult 

because quick wins are rare when implementing a cybersecurity program under ISO27001. A dedicated 

budget and clear goals to comply with the standard takes commitment from management. That said, 

successful implementation can embed security into your utility’s culture and enable continuous 

improvement, which allows your utility to react quickly to new threats and adapt to changes within the 

company. 

Step 2: Define the scope of an audit. The standard defines a process rather than prescribing specific 

actions to take. You will need to define the scope that an audit for compliance with the standard will 

review. Which processes will be in scope? Which systems and services will be considered? As a utility, 

you might consider excluding certain buildings, for example, and choose to focus on the processes and 

systems to generate and deliver power. 

Step 3: Define and perform a risk assessment. Again, because the standard does not prescribe 

actions, it relies on your own assessment of your own risks. A key step is therefore to perform a risk 

assessment.  

Step 4: Process the risk treatment. You will have to analyze the risks you identify and decide what 

information security controls are needed to mitigate the risk. 

Step 5: Define the statement of applicability. The statement of applicability is the link between the 

risk assessment and the risk treatment. It shows where you have decided to implement the information 

security controls. Annex A of the standard has a list of all the controls that could be put in place to fulfill 

the requirements. 

https://usea.org/event/cybersecurity-standards-and-best-practices-part-2-utilities-and-isoiec-27001-isms-20052013
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Step 6: Develop a risk treatment plan. Part of compliance is documenting what you plan to do so 

that an auditor may compare your assessment and plans with your implementation. 

Step 7: Implement controls. This is the execution step where you apply the information security 

controls you have decided will appropriately mitigate the risks you have identified related to the 

processes and systems in the scope you defined. 

Step 8: Monitor the implementation of the information security management system 

(ISMS). Finally, you can move to monitoring the risks and controls put in place to mitigate those risks 

to ensure they are meeting the requirements. 

When implementing the standard, you need to understand the context (Chapter 4) in which your 

organization operates, including any legal constraints. It may be easy to focus on technical measures, but 

it is important to understand legal and compliance obligations from the outset. Leadership (Chapter 5) is 

also a key factor. Someone must have the authority to set objectives for the organization and act as final 

arbiter of any decisions. Policies (Chapter 6) are another important area. Policies do not have to be long 

and complex but should at least define the main principles on which you base your security posture. 

Implementing the standard requires various types of support (Chapter 7) including enough resources—

the people, time, and money—to complete the work. The people need to have the right competencies 

and awareness, which may require training. The work must be documented, and the standard explains 

different approaches to documentation. After execution, the standard emphasizes the need for 

continuous improvement (Chapter 10), which is a key part of the audit process. You will need to set 

clear targets and show that your information security posture is better than before. 

There are several versions of the standard. As of March 2021, the current version of the standard is 

ISO/IEC 27001:2013, which was reviewed and confirmed in 2019. The best course of action is to buy 

and implement the latest standard. That said, if the older version from 2005 is readily available and more 

convenient, it is still relevant and better than nothing.  

The ISO System 

ISO is a system, and ISO 27001 is one of many standards that may each be helpful for implementation of 

the others. In particular, ISO 27019 is related specifically to security controls for utilities. While ISO 

27001 is applicable, it was formally created for IT systems. ISO 27019 fills in the gaps for utilities and 

their OT systems. Other standards provide explanation and support in other ways. ISO 19011 provides 

guidelines for running an audit; ISO 27002 dives into controls; ISO 27005 talks about risk management; 

ISO 31000:2018 provides guidelines to risk management including for organizations like utilities with 

OT; and ISO 22301 is about business continuity. 

The most important thing to understand when using ISO standards is that these are tools to improve 

security. You still have to decide for yourself what you want to achieve—the areas you want to cover, 

the processes that will be in scope, and the depth you intend to go into. Certification to a standard 

works best when it is used to institute a culture of security. 

Certification Process 

In order to be certified, you will have to pass an audit. Auditors are not inspectors or referees; they are 

certified professionals with domain specific knowledge; they act based on standards as well. Auditors are 

not supposed to take a position for or against any specific management actions; their remarks should 

provide an honest assessment to help you comply with the standard.  
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The process of an audit includes a preliminary visit, the audit certification visit, a re-certification visit, and 

surveillance visits. The costs associated with an audit can be quite high: 15-20,000 EUR depending on the 

size of the company and the scope of the audit. Note that audits are pass/fail. You either pass the audit 

and achieve the certification, or you fail and will have to try again. If you fail, figure out what happened 

and move forward rather than worrying about who to blame. 

Regulatory Perspective 

In Germany, the electric sector regulator sought to require that all power utilities—four large 

transmission system operators, nearly 900 distribution system operators, and more than 700 gas grid 

providers of widely varying size—be certified under the ISO27001 standard (see Figure 25). The 

regulators had to figure out how to put fair requirements on all of them to improve security nationally. 

This decision to require compliance with ISO27001 fit within a broader effort across the European 

Union to improve the cybersecurity of all essential services called the Directive on Security of 

Information Systems (NIS Directive). Ultimately, Germany incorporated the EU directive into the 

national laws and put three requirements on their utilities: (1) Identify a contact person for IT security 

for the regulator, (2) Develop a structured grid plan with relevant components, and (3) Get ISO27001 

and 27019 certified and regularly re-certify. 

Mandatory certification requirements pressured utility leaders to commit the necessary resources to 

complying with the standards. The comprehensive auditing process helped to ensure that utilities 

implemented the spirit of the standard and continued to improve their cybersecurity posture rather 

than just “checking the box” once.  

Figure 25. Left: Map of Germany showing the territory of the TSOs. Right: Map showing the territory of the DSOs. 

(Source: Christiane Gabbe, Innogy SE/E.ON SE [Germany]) 
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Rather than let the utilities define their own scope, the regulator defined a broad scope that all utilities 

had to use, which incorporated most of any utility’s organization. This step ensured that all utilities in 

the country would have to apply the standard to a similar breadth and depth. Moreover, the broad 

scope helped to embed security into the utilities’ culture. Mandatory certification, along with the 

common scope definition, set a baseline level of security in the sector. 

While they started with the 2005 version, German utilities eventually transitioned to the 2013 version 

of ISO27001. They also certified to ISO27019, which is specific to utility information security. The 

ISO27019 standard addresses utility specific concerns like the long lifecycle of many components (30 

years or more). It also defines special controls for utilities that can be applied to legacy systems. For 

example, older OT might not be capable of using strong passwords, so alternate considerations must be 

made.  

In Germany, as elsewhere, auditors have varying levels of training and experience. Auditors in the energy 

utility sector must complete a two-week training course specific to the electric grid and natural gas 

transmission and distribution systems in addition to knowing the IT security controls required by 

ISO/IEC 27001. In addition, a specialist with years of experience in the electric grid supplement the 

auditor during the review. Different countries will have different education requirements for auditors. 

The audit time can be substantial based on the size and complexity of the utility. ISO/IEC 27006 

provides calculation guidance for the length of time the audit may take depending on whether it is the 

utility’s first audit, the number of employees and sites in the scope of the certification, the number of 

employees, the complexity of the utility, and other factors. Even the smallest utilities (up to 10 

employees) could expect an audit time of 5 or more auditor-days (e.g., 2 auditors working for 2.5 days). 

Germany has been aggressive in requiring utilities to implement cybersecurity controls, but the same 

standards are not applied across the European Union. The European Commission, however, is working 

towards broader standards on cybersecurity. 

Resources 

• ISO 27001:2013: Information technology — Security techniques — Information security 

management systems — Requirements 

• ISO 27002:2013: Information technology — Security techniques — Code of practice for 

information security controls 

• ISO 27019:2017: Information technology — Security techniques — Information security 

controls for the energy utility industry 

Persuading the Boss 

Compliance with standards can be expensive and benefits can be opaque at the outset. 

Sometimes management needs to be persuaded. A cybersecurity sponsor within the utility can 

use several strategies to create awareness with management and push them to invest. One tactic 

is to look at the list of security incidents within your utility to date and to ask management if they 

want to do something about them. Events outside the organization, like the attacks on the grid in 

Ukraine, may convince management. Often defining metrics or key performance indicators (e.g., 

incidents per quarter) where management can see improvement will help. A final tactic could be 

to show management how many controls are in place already before requesting a budget to 

implement other measures. Finally, if compliance is required through legislation, making the case 

for compliance anyway can be beneficial to ensure your organization uses the standard to its 

potential. 

https://www.iso.org/standard/54534.html
https://www.iso.org/standard/54533.html
https://www.iso.org/standard/68091.html
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• ISO 19011:2018: Guidelines for auditing management systems 

• ISO 31000:2018: Risk management — Guidelines (free) 

• ISO 22301:2019: Security and resilience — Business continuity management systems — 

Requirements (free) 

Actionable Steps 

✓ Evaluate whether to pursue certification to ISO 27001. If you do: 

o Step 1: Ensure management support.  

o Step 2: Define the scope of an audit.  

o Step 3: Define and perform a risk assessment.  

o Step 4: Process the risk treatment.  

o Step 5: Define the statement of applicability.  

o Step 6: Develop a risk treatment plan.  

o Step 7: Implement controls. This is the execution step where you apply the information 

security controls  

o Step 8: Monitor the implementation of the information security management system 

(ISMS).  

✓ Evaluate whether to implement complementary ISO standards. 

  

https://www.iso.org/standard/70017.html
https://www.iso.org/obp/ui#iso:std:iso:31000:ed-2:v1:en
https://www.iso.org/standard/75106.html
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CYBERSECURITY STANDARDS AND BEST PRACTICES: U.S. 

STANDARDS 

Definition of the Topic  Webinar Speakers 

In the United States, the utilities that make up the bulk 

electric system (BES) are subject to a set of cybersecurity 

standards promulgated by The North American Electric 

Reliability Corporation (NERC) for Critical Infrastructure 

Protection (CIP). This section provides a detailed overview 

of the NERC CIP standards and how they fit together.  

 ➢ Tim Conway, Technical 

Director – ICS and SCADA, 

SANS 

➢ Dean Parsons, SANS Certified 

Instructor 

View this webinar 

The North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) 

has produced a set of standards that can serve as an important first step for cyber professionals to use 

when assessing and improving their cyber environments. Although each country will have its own 

authoritative bodies, standards development processes, and standards, NERC CIP provides a set of 

standards that have been enacted and modified in response to lessons learned. The standards can help 

guide utilities, as well as countries, that are developing security frameworks. 

National Standards and the Supply Chain 

When first entering the standards development arena, many countries and organizations make a 

common error: look at the standards available, determine that none are specific enough to suit their 

needs, and develop their own. This creates a bigger-picture supply chain problem. The vendor 

community chases hundreds of standards and implementations. In the end, vendors pursue the standards 

that the biggest customer follows, and others are put to the side. From a vendor procurement 

integrator perspective, there is confusion about what guidance to apply in product development and 

long-term implementation. 

Standards and Information Technology vs. Operational 

Technology 

Countries often struggle with trying to determine what will work in traditional information technology 

(IT) and operational technology (OT) environments. The requirements geared to traditional OT and 

industrial control systems (ICS) environments may 

not be strong enough or cover enough of the 

domains necessary for IT. IT requirements may be 

impossible to implement in an OT environment, as an 

ICS environment does not allow for a maintenance 

window; even during an outage, auxiliary systems are 

actively providing essential services. Similarly, 

standard IT security activities are not always 

implemented accurately or effectively in ICS. For 

example, typical signature-based solutions for anti-

virus can cause major impacts in ICS environments. 

(Whitelisting is more effective and easier to manage 

in an ICS environment.) 

“Some electric utilities with a lot 

of snow and cold weather don’t 

patch during the cold weather 

months. Why? There’s a larger 

issue with taking the system 

down in winter to patch it than 

with keeping it up and having 

other mitigating controls.” 

—Dean Parsons, 

SANS Certified Instructor 

https://usea.org/event/cybersecurity-standards-and-best-practices-part-1-us-standards-nerc-nist-cips
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This challenge is aggravated by a common challenge: OT and IT often don’t communicate or collaborate 

well. OT staff need to understand that IT is necessary in modern ICS environments. Procedures that 

worked for traditional analogue, serial, or electromechanical devices (e.g., air gaps as a security measure) 

may not apply to digital devices. On the other hand, IT staff need to focus less on managing assets (e.g., 

being able to “patch”).  

North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) 

standards and requirements are written specifically to address the combination of asset types electric 

utilities face. However, implementing NERC CIP well requires knocking down the barriers between OT 

and IT. When the two sides begin to communicate and understand such differences, they can build 

strong security programs by working together toward the common mission. 

OT Learnings  IT Learnings  Team Learnings 

• Admit you need IT 

• Do not say air gap 

• Consider misuse 

• Provide a seat at the 
table 

• Explain hardware 
restrictions and device 
limitation with patience 

 • Improve communications 

• Deliver actionable info 

• Do you need it 

• Most everything has a 

reason 

• Measure the right thing 

• Balance compliance, 

security, and reliability 

 • Focus on the mission 

• Manage a complex 

system, safely and reliably 

• Work together on projects 

from specification to 

implementation and define 

ongoing roles and 

responsibilities 

Figure 26. OT and IT need to work together for successful security and operations. (Source: Dean Parsons and Time Conway, SANS) 

NERC CIP Standards 
Table 6. As of this writing, NERC CIP has 12 standards in effect (* CIP-012-1 is subject to future enforcement). (Source: Dean Parsons 

and Time Conway, SANS) 

Current CIP Standards in Effect 

Standard-Version Standard Name 

CIP-002-5.1a BES Cyber System Categorization 

CIP-003-8 Security Management Controls 

CIP-004-6 Personnel & Training 

CIP-005-6 Electronic Security Perimeter(s) 

CIP-006-6 Physical Security of BES Cyber Systems 

CIP-007-6 System Security Management 

CIP-008-6 Incident Reporting and Response Planning 

CIP-009-6 Recovery Plans for BES Cyber Systems 

CIP-010-3 Configuration Change Management and Vulnerability Assessments 

CIP-011-2 Information Protection 

CIP-012-1* Communications Between Control Centers 

CIP-013-1 Supply Chain Risk Management 

CIP-014-2 Physical Security 
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CIP-002: BES Cyber System Categorization 

CIP 002 is the scoping standard. It focuses on certain parts of the bulk electric system (BES)—such as 

generating stations, transformers, transmission lines, substations, and switchyards—that could have 

significant impacts if their functionality was compromised. The standard also includes the BES reliability 

operating services, i.e., those services contributing to the real-time reliable operation of the BES:  

• Dynamic response 

• Balancing load and generation 

• Controlling frequency (real power) 

• Controlling voltage (reactive power) 

• Managing constraints 

• Monitoring and controlling 

• Restoration of BES 

• Situational awareness 

• Inter-entity real-time coordination and communication 

The standard is not focused on the distribution side or services outside real time (e.g., demand 

projections). 

In the United States, an overarching risk assessment is performed to give guidance as to what assets are 

in scope. The regulator uses studies, analysis, and modeling tools to determine that certain assets of 

certain size are in scope. (e.g., generation assets of 1500 MW or more and power transmission 

substations with three or more 500 kV lines). 

Entities that own certain assets read the criteria and identify which assets and services are in scope. 

Note: CIP 002 can be modified to apply to other energy-based facilities, such as storage and liquid 

national gas facilities. 

CIP-003: Security Management Controls 

CIP-003 is more of a policy and governance standard and provides the requirements for operating the 

assets identified in CIP-002. Policies are identified for low-, medium-, and high-level assets. The standard 

has guidance for both normal and emergency operating conditions and covers the lifecycle of the assets: 

from factor and site acceptance tests through commissioning, operations and maintenance, and 

decommissioning. 

CIP-004: Personnel and Training 

CIP-004 covers the human component: personnel management. The standard establishes requirements 

for regular security training, personnel risk assessments and background checks, and controls for access 

to both electronic (systems) and physical assets. The latter includes access control reviews and 

authorization verification, as well as timely revocation when necessary. 

Nearly every organization conducts standard cybersecurity training, such as awareness (e.g., phishing 

campaigns are common and effective, so don’t click on links in emails from unknown senders). NERC 

CIP goes beyond and focuses on the risks for ICS by training and educating workers on the plant floor. 

The standard asks organizations to examine questions such as how networks are architected for the 

plant floor, how external entities (such as vendors) come on site, and whether they are allowed to plug 

in external devices such as laptops. 
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CIP-005: Electronic Security Perimeter(s)  

The electronic security perimeter is the first line of defense. Setting up an electronic security perimeter 

focuses on segmentation (e.g., by setting up firewalls) of critical assets from non-critical devices, the 

Internet, and the IT networks. For this standard, IT networks and the Internet should be treated as 

hostile environments. If there is an IT issue, the ICS must be protected. 

Enacting this standard achieves two objectives: it forces organizations to create a perimeter and logically 

group things within that space, and it provides some level of segmentation and protection. 

CIP 006: Physical Security of BES Cyber Systems 

Where CIP-005 is the electronic element of security perimeter, CIP-006 is the physical aspects, such as 

fencing, monitoring and alerts, and an escort program for visitors.  

Note: The most efficient programs will have a clear understanding of where the physical perimeter must 

be. For example, a large site with a small section of critical assets for the power system should not label 

the entire site as the physical security perimeter, which would require everyone on the site to go 

through personal management training and background checks. In such a case, a perimeter can be set up 

inside the plant and limited to the critical devices, which are segmented and put under lock and key.  

CIP 007: System Security Management 

CIP-007 is the most complex standard, involving a number of actions for each asset. Utilities are asked 

to harden and manage individual in-scope BES cyber assets: 

• Security patch management – identify, apply, or mitigate 

• Malicious code prevention – mitigate threat of malicious code 

• Security event monitoring – log, alert, and review 

• System access control – manage accounts and passwords 

Note: CIP-007 is the most violated of the standards. The challenges between IT and OT become 

apparent at this stage.  

CIP-008: Incident Reporting and Response Planning 

This standard is necessary for when the efforts of CIP-002–CIP-007 have failed and an adversary has 

penetrated the system. CIP-008 requires the organization to develop an incident response plan that 

covers identifying, classifying, and responding to cybersecurity incidents. The plan should include 

reporting requirements. The organization must also conduct 

incident response testing and update the plan as needed. 

Note: The traditional incident response in IT involves five or six 

steps. ICS plans often leverage those (as they are necessary for 

the IT response) but include additional components. The primary 

difference is that safety must be considered in an ICS 

environment. For example, utilities are often trying to maintain 

operations while troubleshooting and finding ways to reduce risk 

(OT), rather than simply taking a compromised device off-line 

(IT). 

CIP-009: Recovery Plans for BES Cyber Systems 

Organizations with compromised systems must not only 

respond to the event but recover after the event, so utilities are 

Figure 27. CIP 005 establishes electronic perimeters 

around BES cyber systems. (Source: Dean Parsons and 

Time Conway, SANS) 
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required to have BES cyber system recovery plans in place before an attack. Utilities must have backup 

capability so that any information necessary to restore BES cyber assets can be accessed, as well as a 

means of verifying that the backups performed are valid.  

As with incident response plans, recovery plans must be regularly tested and updated. 

CIP-010: Configuration Change Management and Vulnerability Assessments 

CIP-010 involves mandatory efforts to develop baselines for certain systems and monitor those systems 

for unauthorized changes to those baselines. When changes happen intentionally, the utility must test 

and verify to ensure security controls are not affected. Vulnerability assessments should be performed 

regularly to identify areas for improvement.  

This standard also covers security addressing transient cyber assets (e.g., laptops used to perform 

configuration and testing of system protection relays) and removable media (e.g., USB flash drives). 

Malware can be introduced unknowingly, as the asset could be compromised before entering the site. 

Transient cyber assets and removable media remain one of the top vectors into any plant. 

CIP-011: Information Protection 

An adversary campaign may start with reconnaissance—collecting data and developing an attack 

campaign. Cyber attackers are looking for data of interest that can help them gain access to the systems. 

CIP-011 is focused on protecting the data that could help an adversary gain unauthorized access. 

Therefore, utilities must have a process to identify BES cyber system information and protect it from 

unauthorized access during data storage, data transit, and data use. There must also be a process for 

disposal or sanitization. 

Note: IT and OT environments are not always disjointed—which can sometimes be a disadvantage. 

Information can come into IT environment that should be labeled as sensitive for the ICS environment 

as well. An adversary can learn how to build an attack on the ICS environment by compromising the IT 

environment. For example, engineers use email to receive information, and even configurations, from 

vendors for ICS devices.  

CIP-012: Communications Between Control Centers 

This standard is focused on control centers: facilities with wide-area system views that may have 

capabilities to operate multiple transmission substations or connections to multiple generation assets. 

The connections between those control centers must be protected and the communications encrypted, 

and there must be measures in place to prevent unauthorized access. 

CIP-013: Supply Chain Risk Management 

Issues with cybersecurity in the supply chain problem have grown significantly. They have spread from 

design to forging to chip manufacturing to integration, with potential to arise in the delivery and 

operational stages. This standard is a first step in developing requirements for: 

• Supply chain risk management plans 

• Risk identification and assessment when procuring/transitioning 

• Vendor incidents/breaches/vulnerability notifications 

• Software integrity and authenticity requirements 

• Vendor remote access 
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CIP 014: Physical Security 

This standard is different from the 

others in that it is specific to a facility’s 

physical security. The standard was 

written in response to direct physical 

impacts to a substation environment. 

Substations are often located in 

remote areas, with long response 

times from law enforcement. The 

standard addresses: 

• Substation risk assessments 

• Required third-party 

verification of BES reliability 

assessments 

• Physical security threat 

evaluations 

• Required third-party verification of physical security assessments 

The Standard’s Strengths and Areas for Improvement  

Assets are owned and operated differently in different countries. In many parts of the world, the state 

owns and operates the transmission system. The United States has a wide variety of organizational types 

providing transmission services, so a functional registration and areas of authority needed to be defined. 

The U.S. Department of Energy and the Federal Energy Regulatory Commission (under the 

government’s Executive Branch) delegate to NERC, which has six regions that cover North America. 

That is the source of individual audits, assessments, enforcements, and potentially specific standards. 

Having the authority defined and the regulations in place is necessary for the next steps (adopting and 

enforcing standards). 

Enforcement 

For years, the United States operated the enforcement side without penalties. Enforcement was focused 

on peer evaluations and readiness assessments performed by utilities, for utilities. After standards 

become mandatory and enforceable, incentives became more violation-focused (i.e., utilities complied 

strictly with standards to avoid fines). As the standards have matured, discussions have leaned toward 

incentivizing owners and operators to go beyond the requirements. 

Countries need to consider penalties for non-compliance and incentives for a company’s capital 

expenditure and maintenance costs, as meeting the requirements will require additional cyber assets and 

staff to maintain them. 

Standards Development 

In the United States, the standards development teams comprise asset owners, who are working in the 

space and will have to comply with the standards created. They are involved in every phase of the 

process until the standard is adopted: developing the language, drafting the standard, obtaining industry 

feedback, and balloting and approval. The open ballot process fosters transparency and allows 

stakeholders to affirm or reject the standards; rejected standards go through additional development. 

This representative approach to standards development is considered one of the strengths driving 

NERC standards. (Nonetheless, this process will likely be different for each country.)  

Figure 28. The United States defines transmission authority. (Source: Dean Parsons 

and Time Conway, SANS) 
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Figure 29. The U.S. standards development process involves stakeholders at every stage through balloting. 

(Source: Dean Parsons and Time Conway, SANS) 

Security vs. Compliance 

Security does not equal compliance, and vice versa. In earlier years, some utilities did excellent cyber 

hygiene and asset hardening but did not have a programmed approach involving schedules and 

documentation. These entities were not compliant. Others ran through the risk-based assessment 

methodology, identified no critical assets, and did nothing for security. Technically, these utilities were 

compliant. Successful CIP programs include both. 

Best Practices 

• Asset owner standards development: As noted above, involving those who will be implementing 

the standards ensures transparency; relevance, applicability, and feasibility; and buy-in from key 

stakeholders. 

• Peer evaluations during a safe harbor period: The standard should not be overly focused on 

penalties. Fines should not be issued until the utility has had a reasonable amount of time to 

address problems, and incentives should be part of enforcement. 

• The ability to develop and then quickly modify standards and allow for an adoption period: In 

terms of timeline, regulation will always lose to dynamic adversary capabilities. A new capability 

or a demonstrated attack becomes lessons learned and shapes standards development, but the 

standards development process is long, so there will be a lag. This inevitable challenge is good to 

consider during framework development. 

• Consistency across the audit process: Utilities cannot comply if one auditor says something is 

compliant and the next says it is not. There should be transparent discussions about what 

constitutes compliance. 

• Rewarding discovery of errors: The enforcement side needs to recognize that organizations that 

really invest in security discover more “misses.” The better the team is and the more controls 

they have in place, the more violations there will be. They are likely finding things the auditors 

never would. A company with strong internal controls that is constantly finding misses should be 

rewarded, not penalized. 
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• Avoiding fear of the auditor: If utilities fear the auditor more than an attacker, the program shifts 

quickly to being a compliance checkbox. 

• Financial enforcement capability 

• Criteria-based facility determination 

• Systematic approach 

• Non-prescriptive 

• Focus on real-time operational impacts 

• Inclusive of IT/OT assets 

• Cyber, physical, operations, and personnel included in scope 

Lessons Learned 

• The current version of CIP-008 does not require reporting until an event has happened. Ideally, 

peers across the infrastructure should be notified of suspicious occurrences and issues before 

something happens. A new version of the standard is being developed that requires earlier and 

more detailed reporting. 

• In earlier years, NERC CIP had asset owners run their own risk assessments to identify assets 

and services in scope. As a result, not enough assets were being identified as in-scope. Although 

some believed that owners didn’t want to identify assets as at-risk and add to their compliance 

obligations, the likelier truth was less intentional: no one company is likely to find a single asset 

that, if it were unavailable, would result in a bulk power system event. That’s not the way the 

system is engineered.  

• Any bulk power asset should have some protection around it. NERC CIP moved away from an 

all-or-nothing approach and into a systematic and high–medium–low-impact approach. 

First Steps 

Authorities 

Countries looking for a standards framework might start with CIP 002 (defining what assets are critical) 

and CIP 005 (the first line of defense). Identifying critical assets and putting an electronic security 

perimeter around those assets achieves two things: it forces the utility to create a perimeter and 

logically group things within that space (forcing an inventory), and it provides some level of segmentation 

and protection. 

Countries might next consider some components of CIP-007 (hardening and managing assets) and CIP-

008 and CIP-009 (incident response and recovery). Countries or regions experiencing active 

compromise may want to include these early. 

Regions with active conflict or contested borders may want to prioritize CIP-014, physical security. 

Utilities 

Implementation will happen in phases. Utilities should focus on wide-area impact and start with the high-

impact areas (e.g., the control center). Then the utility can select a substation to implement physical 

security perimeters.  

There are tangible security changes can be implemented quickly. High-risk assets in the environment 

(CIP-005) should be segmented. It is also important—and relatively simple—to reduce the risk 

presented by transient devices (CIP-010).  
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Resources 
• CIP-002 scoping standard, re-developed for USAID 

• The Utility Regulator’s Role in Promoting Cybersecurity: Resilience, Risk Assessment, and 

Standards (collection of ISO, NIST, IEC standards, and NERC CIP) 

• SANS, Securing the Human: security tasks checklist poster 

Actionable Steps 

✓ Utilities need to perform many point-in-time tasks. Below are several key examples. 

o CIP-007: Sample log reviews (15 calendar days) 

o CIP-007: Patch evaluation (35 calendar days) 

o CIP-010: baseline review (35 calendar days) 

o Security awareness reinforcement (calendar quarter) 

o Verify individuals with active electronic access or unescorted physical access (calendar 

quarter) 

✓ Every 15 months: 

o CIP-002: BES cyber system identification 

o CIP-003: CIP senior manager approval of policies 

o CIP-004: Verify access to BES cyber system information 

o CIP-004: Verify access privileges 

o CIP-004: Cyber security training 

o CIP-004: Cyber security awareness reinforcement 

o CIP-007: Password change 

o CIP-008: Incident response plan exercises and tests 

o CIP-009: Test sample of recovery information 

o CIP-009: Recovery plan exercises and tests for high- and medium-impact assets 

o CIP-010: Paper or active vulnerability assessments 

✓ Every 24 months: 

o CIP-006: Maintenance and testing of physical access control systems 

✓ Every 36 months: 

o CIP-003: Incident response plan test for low-impact assets 

o CIP-009: Recovery plan test for high-impact assets 

o CIP-010: Active vulnerability assessment for high-impact assets 

✓ Every 7 years: 

o CIP-004: Personnel risk assessment 

✓ As needed: 

o CIP-003: Update to CIP senior manager and delegations 

o CIP-004: Granting/revoking physical and/or cyber access 

o CIP-006: Visitor escort and logging into physical security perimeters 

o CIP-007: Patch install or mitigation plan development/update 

o CIP-007: Malicious code signature update 

o CIP-008: Incident response and update to incident response plan 

o CIP-009: Lessons learned and plan updates 

o CIP-010: Baseline updates and documentation 

✓ Ongoing: 

o CIP-006: Monitoring and response to unauthorized access into physical security 

perimeters 

o CIP-006: Monitoring and alarming of unauthorized access to physical access control 

systems 

o CIP-006: Physical security perimeter activity logging and log retention 

o CIP-007: System logging, alerting, and log retention  

https://pubs.naruc.org/pub.cfm?id=C3597EE6-155D-0A36-31AC-3F82F33A665B
https://pubs.naruc.org/pub.cfm?id=C3597EE6-155D-0A36-31AC-3F82F33A665B
https://securingthehuman.sans.org/
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THE RELATIONSHIP BETWEEN REGULATORS AND POWER 

UTILITIES 

Definition of the Topic  Webinar Speakers 

While the implementation of cybersecurity measures is 

typically the responsibility of power system operators, 

regulators have an obligation to ensure that investments 

made in the name of cybersecurity are reasonable, 

prudent, and effective. This section discusses common 

frameworks, potential pitfalls, and valuable resources for 

regulators as the work with their regulated utilities. 

 ➢ Elena Ragazzi, Researcher, 

CNR-IRCRES (Italy) 

➢ Michael Colao, Manager of Data 

Protection and Assurance, 

Arizona Public Service (APS) 

View this webinar 

USAID jointly with its implementing partner NARUC developed a first-of-its-kind guidelines on 

Evaluating the Prudency of Cybersecurity Investments. These guidelines are intended to assist regulators in 

defining tariffs by establishing a regulatory approach to enhance the cybersecurity stance of their power 

systems and are based on literature and current practices. They attempt to answer the following 

questions: 

• How should the regulators and the companies interact in establishing a global cybersecurity 

strategy for the country? 

• Who should identify, benchmark, measure, and evaluate the countermeasures in different 

regulatory frameworks? 

• How can regulators identify and benchmark cybersecurity costs? 

• Is it possible to evaluate the effectiveness of cybersecurity investments? 

The guidelines are organized around four sections: the definition of cybersecurity strategy, identifying 

and benchmarking of cybersecurity costs, performance assessments, and the regulatory approach to 

cybersecurity. Identifying cybersecurity costs, from a regulatory perspective, is the process of 

understanding which security controls provide value by improving power system security at reasonable 

expense. Benchmarking costs refers to the process of ensuring operators have the right level of 

investment in cybersecurity. Regulators, policy makers, and operators have different roles to play 

depending on the regulatory approach take, as shown in Table 7 below.  

The incentives for implementing cybersecurity are often vague and difficult to quantify because they 

involve a lot of unknowns about an event that has not happened yet. All our evidence suggests that 

protecting nodes in a network is cost effective compared to recovering after an attack without prior 

planning. But because the cybersecurity investment does not generate revenue, the return on that 

investment is unclear. This mismatch between incentive and need makes an excellent case for regulators 

to work with utilities to set requirements for cybersecurity. 

Regulators are well positioned to work with regulated utilities to ensure the cybersecurity strategy is 

appropriate; utilities have the skill and knowledge about their networks necessary to implement the 

cybersecurity controls.  

  

https://usea.org/event/relationship-between-regulators-and-power-utilities-evaluating-prudency-cybersecurity
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Table 7. Roles of regulators and operators in cost-plus and performance-based frameworks (Source: USAID/NARUC. Evaluating the 

Prudency of Cybersecurity Investments: Guidelines for Energy Regulators. May 2020 via Elana Ragazzi, CNR-IRCRES [Italy]) 

 Who? (Roles) 

What? 
(Activities) 

Cost Plus Performance Based Regulation 

Definition of the 
cybersecurity 
strategy 

 Policy maker (general objectives) 
 Regulator (practical cybersecurity 

strategy) 
 The operator just adheres to the 

cybersecurity strategy 

  Policy maker (general objectives) 
  Regulator (variables representing 

these objectives) 
  The operator (practical 

cybersecurity strategy) 

Cost 
identification 

  Regulator (identifies costs to be 
approved in investment plans)  

  Only if required, the operator 
provides a separate indication of 
cybersecurity costs 

  The regulator does not assess the 
investments 

  The operator identifies the most 
cost-effective investments to reach 
the objectives 

Cost 
benchmarking 

  Regulator (benchmarks costs to be 
approved in investment plans) 

  The operator is not required to 
benchmark costs; nevertheless, it 
may do it to increase the probability 
of investment approval 

  The regulator does not assess the 
costs 

  The operator identifies the most 
cost-effective investments to reach 
the objectives 

Performance 
metrics 

  The regulator and the policy maker 
may use metrics to benchmark 
different types of investments and 
better define future cybersecurity 
strategies 

  The operator may use metrics for 
internal risk management 

  The regulator adopts the metrics to 
provide incentives to companies 
investing in the desired direction 

  The operator may use metrics for 
internal risk management 

  Fundamental role     Contribution   Nothing to do 

Cost Identification and Benchmarking 

Regulators should specify a logical process for evaluating costs associated with developing cybersecurity 

countermeasures. One general process is described in Figure 30, below. On the left, threats and 

vulnerabilities define utilities’ risks. This information is supplemented by standards and guidelines that 

utilities should or must follow. The countermeasures the utilities identify to address the risks and to 

comply with standards and guidelines then have cost implications. This logical framework helps the 

regulators understand that there will never be a single recipe for cybersecurity because threats and 

vulnerabilities are site and context specific and different from one organization to the next. 

 

Risks (3)

Cost (6)Countermeasures (5)

Standards and 
guidelines (4)

Threats (1)

Vulnerabilities (2)

Figure 30. Logical framework to identify countermeasures and associated costs. Adapted from Guidelines 
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Limited resources generally require utilities to establish priorities about what countermeasures they will 

implement. This type of prioritization is fundamental in transitioning economies like the ones 

transitioning from a state controlled electric grid to a competitive market. Careful prioritization helps to 

ensure prudent investment. Figure 31 depicts several areas that organizations might prioritize 

investment with the most important categories to the left and lower priority investment to the right. 

Low maturity companies are advised to begin with the first two to establish good planning. 

Figure 31. Prioritization scheme for cybersecurity investment. Adapted from Guidelines 

Benefit Analysis 

A benefits analysis typically happens in two parts: a technical assessment and an economic assessment. 

The technical assessment begins by looking at the effect a cyberattack scenario would have on the utility 

operations. The assessment then examines what effects this would have on the power system, such as 

brownouts, transient faults, and blackouts. The economic assessment then takes these potential effects 

on the power system and attempts to quantify their associated costs to the utility as well as the utility’s 

customers. The utility may see lost revenue from not supplying energy. Commercial and industrial 

customers similarly face lost revenues from the lack of power. Residential customers face a variety of 

hardships, like lost heating and food spoilage. 

A full cost-benefit analysis needs to compare the costs of a cyberattack under both regulated and 

unregulated scenarios in order to determine the net benefit of the regulation. The Guidelines explain 

the cost-benefit analysis process and identify the indicators that regulators and utilities must consider 

when carrying out the analysis. A set of equations then give a rough estimate of the costs and benefits of 

regulation to mitigate cyber risks. Because this process includes the costs incurred by utilities’ 

customers, the benefits of cybersecurity typically accrue to society even more than to the electric 

infrastructure. These societal benefits are another strong argument for regulation. 

Assessing Effectiveness 

It is important for regulators and utilities to measure the effectiveness of the utilities’ cybersecurity 

investment, but measuring effectiveness can be tricky. Indicators must be chosen carefully to understand 

the effectiveness of the investment. Outcomes of an investment might be easy to measure, but they can 

also be misleading. For example, you could measure how many people received some cybersecurity 

training. That figure can tell you that the training sessions occurred, but not how effective they were at 

changing behavior and reducing the number of mistakes in security procedure that people make. If the 

training instructed people to stop using unauthorized USB drives, for example, and your systems could 

detect unauthorized USB drives, then the number of alerts to unauthorized USB drives before versus 

after the training would be more indicative of the effectiveness of the training. 

A full measure of effectiveness goes one step further. Ideally, you would look at not only the change in 

behavior before and after the investment, but also you would compare that change in behavior to a 

The network & 

crown jewels 
Other infra-

structures 

People and 

processes 

Strategy and 

organization 
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control group. In the unauthorized USB example, you would want to look at whether a group of people 

that did not take the training changed their behavior and stopped using unauthorized USB drives or not. 

Some metrics measure the maturity of a utility’s cybersecurity program, while other metrics measure 

performance. Maturity metrics, like the results provided by the C2M2, may not provide a full picture of 

the effectiveness of the cybersecurity program. Performance metrics can give a comprehensive picture, 

but they require complex systems of indicators as well as good data collection capabilities.  

One especially promising set of performance metrics were developed by EPRI. These metrics are based 

on 121 data points and result in 47 operational metrics, 10 tactical metrics, and three strategic metrics. 

These metrics require a fair amount of data collection, but they are relatively uncomplicated. 

Utilities may also use less formal, more tailored approaches to evaluating their security investments, 

including internal metrics, risk registers, and peer-group discussions. Internal metrics should strive to 

measure effectiveness as discussed above. One example might be to measure how often you meet your 

target goal of patching critical vulnerabilities within a set period (e.g., 24 hours or seven days). A risk 

register and risk ranking criteria can help a utility to track and prioritize risks (see example call out box). 

Even informal conversations with peers can be informative to understand whether your utility is taking 

appropriate action and spending sufficient resources. 

For the regulator, there is an additional problem of collecting data on utilities. Asking utilities to disclose 

data about their cybersecurity programs may add risk by increasing the possibility that an adversary can 

access that data. Regulators should be especially mindful that if they collect data from utilities, they 

follow good data protection protocols (See Utility Data Protection Policies and Practices in Chapter 4) and 

collect on the information required to evaluate the utilities’ cybersecurity practices. 

Resources 

• USAID, Evaluating the Prudency of Cybersecurity Investments 

• EPRI Cyber Security Metrics – A Continuous Process Driving Decisions to Reduce Risk   

Example Risk Ranking Criteria 

Categorizing the likelihood of an event and the impacts it could have on your business can help 

make a quick evaluation of risk. For example:  

• Estimate likelihood of an attack on a 5-point scale from 1 as the least likely (e.g., 

because it requires specialized skill, resources, and/or access) up to 5 as most likely 

(e.g., because it is trivially easy to execute). 

• Estimate impacts of an attack in several dimensions including financial, 

operational, and reputational—on a 5-point scale from 1 as the lowest impact to 5 as 

the highest impact.  

• Calculate a risk score as: 𝑅𝑖𝑠𝑘 𝑆𝑐𝑜𝑟𝑒 = √𝑙𝑎𝑟𝑔𝑒𝑠𝑡 𝑖𝑚𝑝𝑎𝑐𝑡 𝑠𝑐𝑜𝑟𝑒 ∗ 𝑙𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑 𝑠𝑐𝑜𝑟𝑒.  

The output of this equation falls between 1-5, with 5 being the highest, most urgent 

risks that should be mitigated quickly. 

This risk ranking approach just one example to follow. It is also only a tool in your toolbox, so it 

matters how and when you use it and should not be the ultimate decision maker, but rather part 

of making an informed decision. 

(Source: Adapted from Michael Colao, Arizona Public Services) 

https://pdf.usaid.gov/pdf_docs/PA00WKZX.pdf
https://www.epri.com/research/products/000000003002017501
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COMMUNICATION STRATEGIES FOR REGULATORS BEFORE, 

DURING, AND AFTER CYBER ATTACKS 

Definition of the Topic  Webinar Speakers 

This section addresses a variety of communication 

strategies and practices that energy regulators and 

utilities can adopt to prepare for and respond to a 

cyberattack. Regulators should consider developing 

their own cybersecurity crisis communication 

strategy. Stakeholder engagement, especially with 

regulated utilities, is a key part of developing 

communications strategies. 

 ➢ Ann Rendahl, Commissioner, 

Washington Utilities and 

Transportation Commission (WUTC) 

➢ Carter Manucy, IT/OT & 

Cybersecurity Director, Florida 

Municipal Power Agency (FMPA) 

View this webinar 

Energy regulators can take steps before a cyber event to develop communication strategies that will 

have tremendous value during and after an actual event. Energy regulators have a unique role to interact 

and communicate with many different utilities providing wide range of services, but who may all face 

similar cybersecurity challenges. Just like utilities, regulators can develop their cybersecurity 

communication plans.  

Regulators have an opportunity to work with regulated utilities to understand what measures they are 

taking to protect themselves from cyber-attacks and to mitigate the potential impacts. Regulators should 

also understand how utilities plan to respond in the immediate aftermath of an attack and to recover in 

the longer term. This information can be vital to crafting the regulators’ own communications plan and 

to support regulated utilities in such an event. 

When they developed their cybersecurity communications plan, the Washington Utilities and 

Transportation Commission (WUTC) divided the process into four steps: (1) develop a workplan, (2) 

communicate with utilities, (3) communicate with external parties, and (4) develop the crisis 

cybersecurity communication plan. 

In order to develop the work plan, WUTC developed a project charter that defined the goals and 

purpose of developing the crisis communications plan. They spoke with both internal stakeholders and 

external partners to make sure the goals were appropriate, and their leadership approved the charter 

and the project.  

As a regulator, WUTC are not technical experts, but they needed to understand the utilities/ 

requirements and the frameworks for planning that they used. Conversations with key utility staff, which 

were crucial to developing that understanding, ranged from technical discussions around the 

cybersecurity controls utilities implemented to the policies they had about how to work with others. 

Ultimately, WUTC was able to take this input and develop their crisis cybersecurity communications 

plan. For this step, the team at WUTC relied on the communications director at WUTC in order to use 

their communications-specific expertise. The final product gave them the structure to set and achieve 

short and long-term goals. 

https://usea.org/event/communication-strategies-during-and-after-cyber-attacks
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Communicating with Utilities 

WUTC used cybersecurity materials specifically written for regulators to interact with their utilities. 

The National Association of Regulatory Utility Commissioners (NARUC) created a primer on 

cybersecurity for regulators, which they have updated regularly. WUTC leveraged the questions in this 

document to guide the conversations with utilities, which covered topics like the utilities’ planning 

efforts, standards compliance, procurement and risk management, training, internal governance, 

response and recovery plans, network segmentation, and others. 

Utilities, in general, are not excited to hear from their regulator. To put utility staff at ease, WUTC 

requested meetings at the utility’s offices and provided the questions for the meeting in advance. WUTC 

made it clear they were not requesting the utility to submit any of their documentation and that WUTC 

was not interested in particularly sensitive information. 

WUTC has been able to develop trusted relationships with each of the utilities. As a result, WUTC 

knows and can reach out to critical contacts at each utility. WUTC staff gained not only general 

knowledge about the utilities’ plans for cybersecurity, but also specific insights into the tools (e.g., 

maturity models) that utilities use and the actions they are taking to improve their cybersecurity 

posture. An enduring relationship allows the regulator to see how the utility changes over time. 

Communicating with Partners 

While regulators have authority over the utilities they regulate, they also have the ability and clout to 

convene much broader groups of stakeholders. The WUTC cyber team set up a series of meetings with 

not only the utilities it regulates, but also the other unregulated utilities in the area as well as state and 

federal agencies. The broader audience is important to facilitate introductions. The state and local 

agencies may be important partners when a cyber event happens. It is much better to get to know these 

partners before a cyber event than to make introductions during an event. 

Regulators and their regulated utilities benefit from seeing actions that external partners have taken and 

from participating in the activities that state and national partners have organized. For example, some of 

the unregulated utilities talked about their experience with penetration tests performed by the U.S. 

National Guard. WUTC participates in state and federal tabletop exercises. 

Crisis Communications Plan 

Prior planning prevents poor performance. There are many versions of that common business adage, 

but the point remains true: your organization, whether you are a utility or a regulator, will perform 

better through a crisis if you have planned out how you can respond beforehand. A communications 

plan is just one key part of the response effort that requires consideration. 

Because of regulators’ unique role, they will be expected to have information about the utilities within 

their purview. This information could pertain to highly technical, utility-specific conditions that the 

regulator otherwise would not be concerned with. The audience seeking information from the regulator 

might be comparatively non-technical, like the media and government. Utility regulators will need to 

meet this demand for information during an event. 

One of the most important points of planning is identifying internal staff who can take command of 

communications during an event. At the very least, you will need to have a process and team in place 

that is responsible for telling the regulator’s leadership what is going on, what is needed, and what to do 

next. Your regulatory organization will need to know who is managing both internal and external 
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communications. You may need to prioritize who to reach out to first in different situations. When 

considering what information to share, several questions should be answered: who will make the final 

decision about what information is made public? What information should be protected? Answers to 

these questions takes practice, so tabletop exercises that walk through potential scenarios can be 

illuminating. 

Another key piece to planning is identifying the right contacts and keeping them up to date. Who are 

the people at utilities that will be able to provide an honest assessment of the situation? Who are the 

people at local, state, and federal government agencies that can give updates? How will you contact 

them? If your primary methods of contacting them is unavailable (for example, their email servers and 

their Internet-enabled corporate phone systems are offline because of a ransomware attack), how will 

you contact them? In the middle of an event, these people may be overwhelmed with their own 

organization’s response efforts. If they know who you are, they will be more likely to respond. Finally, 

who are the people that will need to know the information that you are able to gather? How frequently 

will you provide updates? Regular updates can help stave off questions, because people trust that more 

information will come out soon. Once you have established contacts, keep in touch with them 

periodically. 

Resources 

• NARUC. Understanding Cybersecurity Preparedness: Questions for Utilities. June 2019.  

• USAID. EVALUATING THE PRUDENCY OF CYBERSECURITY INVESTMENTS: Guidelines for 

Energy Regulators. May 2020.  

Actionable Steps 

1. Create a plan to develop a “Crisis Communications Plan” 

2. Work with your regulated utilities and other utilities in the area 

3. Convene a wider group of stakeholders to develop relationships, learn best practices, and 

understand their plans 

4. Develop the Crisis Communications Plan. 

5. Periodically exercise the communications plan 

6. Periodically reach out to key contacts at key stakeholders to maintain relationships. Key 

stakeholders in the event of a cyber event could include government leaders, other agencies, 

utilities, and the media. 

 

 

  

https://pubs.naruc.org/pub/3BACB84B-AA8A-0191-61FB-E9546E77F220
https://pdf.usaid.gov/pdf_docs/PA00WKZX.pdf
https://pdf.usaid.gov/pdf_docs/PA00WKZX.pdf
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KEY ELEMENTS OF TRUSTED COLLABORATION AND 

INFORMATION SHARING 

Definition of the Topic  Webinar Speakers 

This section discusses the design, motivation, and benefits of an 

Information Sharing and Analysis Center (ISAC)—an industry-

specific organization that gathers and shares information on 

cyber threats to critical infrastructure. ISACs also facilitate the 

sharing of data between public and private sector groups. The 

NERC Electricity Information Sharing and Analysis Center (E-

ISAC) is presented as key example. 

 ➢ Tom Wilson, VP Southern 

Company 

➢ Frank Honkus, Associate 

Director of Intelligence 

Programs, E-ISAC 

View this webinar 

Even if your electric sector is highly regulated, cybersecurity regulation is only a minimum level of effort 

for managing resiliency. Utilities need to do more than just meet the minimum. Industry-government 

partnerships, programs, and exercises form the foundation for a resilient grid. Information sharing a key 

piece of this foundation. 

Information sharing enables the early detection of threats based on your experience as well as the 

experience of your peers or your supply chain. These may be threats specific to your organization or 

they might be more broadly applicable. Information sharing also increases situational awareness and 

maturity of the whole sector. It is also an opportunity to share best practices and lessons learned. Given 

the interconnected nature of the grid, information sharing improves resiliency for all. 

Information can take many forms. Information sharing usually starts with indicators of compromise like 

IP addresses, malicious URLs, or file hashes (a unique identifier for the file). This type of information has 

a relatively short useful life as attackers change the specific websites, servers, and files they use. 

Information also includes tactics, techniques, and procedures (TTPs), which are more difficult for 

attackers to change, and have longer-term value to utilities protecting their networks. Shared 

information may cover industry benchmarks and best practices. For example, you could learn about 

secure network architectures that work well for utility operations from a peer utility. Ultimately, 

information should be timely, vetted, relevant, accurate, factual, and actionable. 

Circles of Trust 

Information sharing relies on maintaining circles of trust. The greater the trust that you have with an 

entity, the easier it will be to disclose your experience and the impact of an incident. Within your 

organization, sharing information will be easy, especially with people that have a need to know the 

situation. Close peers are the entities and people within your sector that you know and trust, and 

therefore, would be willing to share closely held information. The sector is broader and might include 

both entities and industry consortia but may still be a valuable source of information. These groups can 

also learn from what you are willing to share. Information sharing and analysis centers/organizations 

(ISACs/ISAOs) may be another valuable place to share information with sector peers.  

The concept of ISACs started as a small group of utilities that wanted to share information. They started 

small and build on early successes until eventually the ISAC framework became more standardized. If 

you are a utility and your country or region does not have an ISAC, perhaps form one with a close peer. 

https://usea.org/event/key-elements-trusted-collaboration-and-information-sharing
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If you are a policy maker or regulator, you may have authority to bring together utilities that are 

interested in forming an ISAC and help them negotiate the funding and governance of the ISAC. 

Government agencies might range from agencies you work closely with like a Ministry of Energy, but 

they could also include law enforcement and intelligence agencies. In any circle, information sharing 

requires established trust and relationships, which may vary from circle to circle. You should consider 

what type of sharing you are comfortable with at which level (see Figure 32 below). The goal should be 

to grow your closest circles and enable more sharing with more peers: 

• Create a close circle of trusted individual to leverage each other’s capabilities 

• Meet with people in person from your peer groups and your sector community 

• Encourage sharing of business practices, processes, and technology enhancements 

• Share organizational milestones and benchmark comparison among peers 

 

Organization

Close peers

Sector

Government

Figure 32. A utility's hypothetical circles of trust. (Source: Tom Wilson, Southern Company) 

Exercises 

Exercises are an important way to test the information sharing networks. A large exercise that involves 

a broad set of stakeholders from the sector, like the GridEx exercise in the United States, can test how 

fast information about an attack is disseminated to industry and how fast potential mitigations are 

disseminated as well. Exercises also provide an opportunity to determine and share best practices. 

Utilities that fare well in an exercise because of their security architecture, their policies, their 

communication strategies, their incident response plans, or some other factor may be a model for 

others. The results of exercises should be used to update response playbooks and to refine processes. 

Lessons Learned 

There are number of lessons learned from the groups that have built up information sharing networks. 

First, it is important look your sources of information and seek to expand those sources. Establish a 

relationship with a neighbor or sector peer or, if you are a national utility, with a neighboring country. 

Vendors in your supply chain can be sources as well. 

Knowing your sources, you can look at what sharing creates the most value. If you can measure that 

value in some way, you can prioritize your sources of information based on that value (or deprioritize 
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the sources that are clearly not adding value). Next, move from IoCs to TTPs as your information 

sharing program matures. Finally, effective sharing typically requires some level of automation.  

International collaboration and information sharing is growing in importance. Campaigns start in one 

place and move around the world. If early targets can help inform others about the latest TTP, the 

campaigns will be less effective overall. Utilities around the world face similar threats, similar adversaries, 

similar types of attacks, all while using similar (or even the same) systems given the relatively few ICS 

vendors. More international collaboration would benefit everyone. 

An Information Sharing and Analysis Center (ISAC) is an industry-specific organization that gathers and 

shares information on cyber threats to critical infrastructure. ISACs also facilitate the sharing of data 

between public and private sector groups. ISACs gather and share this information through their 

partnership networks. ISACs typically form around a critical infrastructure sector, like the electric 

sector, and form partnerships with relevant, trusted stakeholders. Finally, ISACs perform analysis on the 

information that they gather in order to increase the value for its members.  

E-ISAC 

E-ISAC is an international organization with partners and stakeholders throughout Mexico, the United 

States, and Canada.  

E-ISAC serves as a cyber and physical communications channel for the electricity industry. The E-ISAC 

gathers information from members and partners, analyzes that information, develops reports, and share 

the reports out to its members and partners.  

Members include any electricity industry asset owners and operators as well as some select government 

partners. The intended audience for the E-ISAC is the security directors, cyber and physical security 

analysts, and the general managers at the utilities because most of the information that is shared is 

technical (e.g., indicators of compromise). Eligible members can join the E-ISAC for free, and all 

members receive security threat information, cyber bulletins, and access to teleconferences for fast 

response to an event. 

Members need to trust that information they share will only benefit partners rather than leading to 

punishment for the member. To that end, the E-ISAC is set up so that members can share information 

without fear of retribution or punishment. Information shared within the E-ISAC is protected from 

regulatory enforcement. People with regulatory roles are barred from becoming E-ISAC members. 

Partners include U.S. and Canadian Government agencies like the U.S. Department of Energy, the U.S. 

Department of Homeland Security, Natural Resources Canada, and the Canadian Centre for Cyber 

Security, among others. Partners also include industry trade associations in the United States and 

Canada as well as other ISACs that represent other sectors, like the Water ISAC and the Downstream 

Natural Gas ISAC, or other countries, like the Japanese and European ISACs. Events that occur in the 

electricity sector can have effects in other sectors and other regions, and vice-versa.  

The Traffic Light Protocol 

Part of sharing information is limiting how far sensitive information can travel and who is allowed to 

review that information. Another part is confirming that information that should be widely available is 

okay to share without restrictions. The traffic light protocol is a color-coded system to indicate what 

types of organizations may view the information or how that information may be disseminated. 
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Table 8. The Traffic Light Protocol. (Source: NIST Special Publication 800-150. Guide to Cyber Threat Information Sharing. October 2016. 

See also See also CISA: Traffic Light Protocol.)  

Color When should it be used? How may it be shared? 

TLP:RED 
Not for 

disclosure, 
restricted to 

participants only. 

Sources may use TLP:RED when 
information cannot be effectively 
acted upon by additional parties, and 
could lead to impacts on a party's 
privacy, reputation, or operations if 
misused. 

Recipients may not share TLP:RED 
information with any parties outside of the 
specific exchange, meeting, or 
conversation in which it was originally 
disclosed. In the context of a meeting, for 
example, TLP:RED information is limited to 
those present at the meeting. In most 
circumstances, TLP:RED should be 
exchanged verbally or in person. 

TLP:AMBER 
Limited 

disclosure, 
restricted to 
participants’ 

organizations. 

Sources may use TLP:AMBER when 
information requires support to be 
effectively acted upon, yet carries 
risks to privacy, reputation, or 
operations if shared outside of the 
organizations involved. 

Recipients may only share TLP:AMBER 
information with members of their own 
organization, and with clients or customers 
who need to know the information to 
protect themselves or prevent further 
harm. Sources are at liberty to specify 
additional intended limits of the sharing: 
these must be adhered to. 

TLP:GREEN 
Limited 

disclosure, 
restricted to the 

community. 

Sources may use TLP:GREEN when 
information is useful for the 
awareness of all participating 
organizations as well as with peers 
within the broader community or 
sector. 

Recipients may share TLP:GREEN 
information with peers and partner 
organizations within their sector or 
community, but not via publicly accessible 
channels. Information in this category can 
be circulated widely within a particular 
community. TLP:GREEN information may 
not be released outside of the community. 

TLP:WHITE 
Disclosure is not 

limited. 

Sources may use TLP:WHITE when 
information carries minimal or no 
foreseeable risk of misuse, in 
accordance with applicable rules and 
procedures for public release. 
Subject to standard copyright rules. 

TLP:WHITE information may be distributed 
without restriction. 

Cybersecurity Risk Information Sharing Program (CRISP)  

CRISP is a unique model for how public entities like government agencies can partner with the private 

sector, including utilities, to share information in real-time and develop actionable and informed 

reporting.  

CRISP is a private-public partnership between the U.S. Department of Energy and the electric sector 

utilities to leverage government information to enhance the data from the utilities. Utilities pay to join 

the CRISP network and provide data in near real-time to be combined with other utilities’ data and 

supplemented by government information. This large data set is used to understand threat actor 

motivations, to highlight cyber threats, and to provide actionable and informed reporting. 

Also based on this data, CRISP develops threat assessments from nation state and non-nation state 

threats on a weekly and biweekly basis as needed. The program is also able to provide indicators 

associated with threat actors and anomalies so that members can quickly protect against these threats 

or detect compromise if it has already occurred. Finally, the data allows for trend analysis over time. 

https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-150.pdf
https://www.cisa.gov/tlp
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Resources

• Electricity Information Sharing and Analysis Center (E-ISAC)

• NIST Special Publication 800-150. Guide to Cyber Threat Information Sharing

• U.S. Department of Homeland Security, Cybersecurity and Infrastructure Security Agency:

Traffic Light Protocol.

Actionable Steps

✓ Create a close circle of trusted individuals to leverage each other’s capabilities

✓ Meet with people in person from your peer groups and your sector community

✓ Encourage sharing of business practices, processes, and technology enhancements

✓ Share organizational milestones and benchmark comparison among peers

✓ Participate in sector-wide and/or regional exercises to test the information sharing networks 

 

 

https://www.eisac.com/
https://csrc.nist.gov/publications/detail/sp/800-150/final
https://www.cisa.gov/tlp
https://www.cisa.gov/tlp
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Conclusion 
As stated from the outset, the cybersecurity threat to power sector utilities is real, but so are the 

solutions to mitigate risks. Only a few examples of cybersecurity incidents are covered in any depth in 

this handbook, most notably the cyber attack on a distribution grid in Ukraine in 2015. Many power 

sector organizations are wary of admitting publicly that an incident occurred in part because media can 

overhype even small incidents into something they weren’t. In any case, a variety of threat actors exist, 

and they may target your organization directly or they may find your assets as part of an automated scan 

if you let them.  

The solutions to mitigate risks rely on the people, processes, and technologies in your organization. You 

have to start somewhere, and it takes people—e.g., a cybersecurity champion—to make change. In 

order to have a large impact, however, the culture of the organization needs to incorporate security 

into daily operations. To do that, leadership buy-in is key. The governance structure of the organization 

may need to evolve to give cybersecurity risks sufficient visibility to executives. Processes are another 

key part of driving institutional change. Technology are tools implemented and used by people to 

achieve goals. The technology you choose to implement needs to support your organization’s goals for 

cybersecurity. At a minimum, strive to develop good detection capabilities. Protection minimizes the 

attacks you have to detect, but early detection minimizes the impact. A quality response plan that 

accounts for people, processes, and technologies at your disposal is also key to minimizing impacts. 

Setting cybersecurity goals requires insight into your current status and the major risks your 

organization faces. Goals should also focus on your organization’s crown jewels (e.g., the revenue 

generating assets, without which, the organization would cease to function) that should receive the 

highest level of risk mitigation. A cybersecurity assessment will measure where you are now, but only if 

you are honest with yourself. It is also important to get a comprehensive picture during an assessment 

by ensuring that you have representation from all relevant departments for the assessment, especially 

the IT and OT staff, but also legal, HR, and others. Once you know where you are, you can decide 

where you are headed with cybersecurity. A roadmap is a document that captures this information and 

describes the types of projects needed to achieve your goals. Here again, leadership buy-in is key in 

order to give people the authority to make necessary changes.  

As you work toward a more mature cybersecurity posture, the changes you make need to stick. Two 

tools to make changes permanent are employee training and exercises. Employee training communicates 

the importance of security throughout the organization. Exercises test the efficacy of changes and 

identify weak points to fortify and unnecessary actions to discontinue. Tabletop exercises can be 

conducted at many different levels using a wide variety of scenarios. It is important to involve executive 

leadership in at least one tabletop exercise so they can see firsthand how their actions impact the 

organization’s response efforts. 

Whatever you do, your solutions should be tailored to your utility’s specific needs because your utility is 

unique. There are no “silver bullets” to cybersecurity. It takes time to understand your unique risks, and 

effort to mitigate them appropriately for your organization. That said, know that you are not alone. Peer 

utilities may have valuable lessons to share; regulators and government officials need the power sector 

to be resilient to continue to provide services to the community; internationally, many organizations like 

ISACs can provide support and information to help. 
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Appendix A. Checklist to Begin to Address Cybersecurity 

Vulnerabilities 
This handbook covers a broad range of material based on the presentations by expert speakers with 

various roles related to cybersecurity in the power sector; speaker roles include utility CISOs, vendors, 

consultants, regulators, and researchers. Where applicable, sections of the handbook include actionable 

steps to take. The checklist below reflects a broad summary of this guidance. 

Get Started 

□ Find (or be) a champion. Someone in the organization needs to advocate for improving

cybersecurity. Team members could be working in management, IT, OT, legal, or HR—talk to

people.

□ Scale your team. Advocate for cybersecurity and identify others who recognize its

importance.

□ Seek leadership buy-in. Get decision-makers—the board of directors, executives—thinking

about a cybersecurity program.

□ Restructure governance if needed. Top executives should have visibility into the

cybersecurity risks faced by the organization and the steps taken to mitigate those risks.

Perform an Assessment 

□ Start with any framework. The prominent frameworks share similar language. The following

frameworks are summarized in Introduction to the Cybersecurity Assessment Methodologies in

Chapter 3.

o U.S. DOE Cybersecurity Capability Maturity Model

o NIST Cybersecurity Framework

o EPRI Cyber Security Technical Assessment Methodology

□ Perform an assessment using your chosen framework.

o Be honest.

o Think about processes, people, and technology.

o Include discussions about the “heroes” (people whose contribution becomes so pivotal

that their work cannot be replicated) and executive management.

□ Conduct a business impact analysis. Consider the threat landscape vs. the utility’s

vulnerabilities and use the analysis to inform risk management decisions.

Set Goals and Make Plans to Achieve Them 

□ Identify your objectives. There are competing interests in utility operations, so it’s important

to have clear objectives in three areas:

o Operational objectives

o Security objectives

o Compliance objectives

□ Roadmap the destination. Make an honest evaluation of where you are and where you’re

headed:

o Map back to criticality of your assets and the impacts of known threats.

o Talk in terms of business risk.

o Use the roadmap to help address current gaps and build budgets.

□ Focus on architecture. Architecture is critical, as it lays the foundation for all the next steps.
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o Separate IT and OT networks through network segmentation. 

o Segment high-risk assets in the environment. 

□ Gain network visibility. Visible network traffic is a trust anchor. Network visibility enables 

key actions that help keep networks secure. 

o Understand application data flows: What are the sources and destinations of the traffic? 

What is the orientation of the traffic (e.g., two-way between two systems)? 

o Find all network protocols: Visibility may uncover unexpected protocols, such as new 

protocols that are trying to bridge a gap between new and old IT protocols. Unused 

protocols in the environment represent a risk to the ICS. 

o Identify system baseline: Understand what “normal” looks like inside the ICS.  

□ Develop capabilities based on your objectives. Examples include continuous monitoring of 

ICS, incident response, computer forensics, and network traffic analysis.  

o Determine what capabilities are needed to sustain operational objectives, security 

objectives, and compliance objectives. 

o Deploy/hire/train staff based on those capabilities. 

o Create training roadmaps. 

□ Focus on variance. Once you identify the system baseline and understand what “normal” 

looks like, you can monitor the ICS for variance (change) from that baseline. 

o Variance is often a precursor to a threat. 

o Variance may indicate a misconfiguration—as opposed to an externally initiated 

change—but even this can result in exposure to attack. 

□ Secure your supply chain. Ensure vendor-provided tools meet regulations and expectations 

by writing cybersecurity requirements into specs and procurement contracts. 

□ Create value. Resilience through security adds to operational value, which creates 

organizational value. 

Document Policies and/or Adopt a Standard 

□ Create an organizational security policy. Define what the organization will do in terms of 

cybersecurity, how the organization will do it, and who is responsible.  

o Create the policy. 

o Vet the policy with all stakeholders (including technical staff). 

o Ensure periodic reviews. 

□ Prepare incident response plans. Prepare these plans before an attack takes place. Plans 

must be developed for restoration, recovery, and reporting.  

o Rehearse the plans periodically (e.g., using tabletop exercises), and make sure new staff 

are acquainted with their roles and responsibilities. 

□ Develop a crisis communications plan. This is separate from but related to the incident 

response plans. Crisis communications plans should: 

o Assign responsibility to internal staff to take command of communications during an 

event. Different people may lead internal and external communications. 

o Develop a process and team to advise the organization’s leadership as to what is going 

on, what is needed, and what to do next. 

o Identify the right contacts at key stakeholder organizations, and keep contact 

information up to date. 

o Periodically exercise the communications plan. 

□ Adopt ICS standards. ICS security should be an integral part of how you do business. 
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Offer Training and Conduct Exercises 

□ Conduct cybersecurity training for all staff. Education is the quickest way to reduce cyber 

vulnerabilities. 

o Teach staff to adhere to best practices. 

o Follow up with testing (e.g., fake phishing emails to test whether staff will click on 

suspicious links or open suspicious attachments). 

□ Run table-top exercises. Use exercises to test your capabilities and plans. True-to-life 

scenarios can help you understand how you would fare in an incident. 

o Include upper management and executive leadership periodically. 

o Seek out regional, national, or sector-specific exercises, if available. 

Grow Your Network 

□ Reach out to stakeholders. These could include nearby utilities, regulators, government 

officials, law enforcement, insurers, and anyone else potentially involved in response efforts. 

o Periodically reach out to key contacts at key stakeholder organizations to maintain 

relationships. 

□ Develop a trusted circle. Create a close circle of trusted individuals to leverage each other’s 

capabilities. 

o Meet in person with people from your peer groups and your sector community. 

o Encourage sharing of business practices, processes, and technology enhancements. 

o Share organizational milestones and benchmark comparisons among peers. 

□ Incorporate cyber threat intelligence sources. Free and commercial sources provide 

threat intelligence to help stay abreast of evolving threats. 

□ Join (or start) an ISAC. Find an ISAC, or if one is not available, start an ISAC as a channel to 

share information such as best practices and threat intelligence. 

□ Participate in broader efforts. Take part in sector-wide and/or regional exercises to test the 

information-sharing networks 
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Appendix B. Additional Resources
The following resources are referenced throughout the handbook.

Building Blocks to Support Cybersecurity in the Power Sector

• Information Security Management Standard: ISO/IEC 27001

• Cyber Governance: Control Objectives for Information and Related Technology (COBIT)

• Framework for Setting Organizational Priorities: NIST Cybersecurity Framework

• Security Controls: CIS Critical Security Controls for Effective Cyber Defense

• Guidelines for Energy Regulators: Evaluating the Prudency of Cybersecurity Investments

• Industrial Security Standard: ANSI/ISA 62443-2-1

• System Security Standard: ANSI/ISA 62443-3-3

• NREL, Cybersecurity and Distributed Energy Systems: Distributed Energy

• U.S. DOE, Cybersecurity Procurement Language for Energy Delivery Systems

• Examples of Cyber Threat Intelligence (CTI) sources:

o Spamhaus Project

o SANS Internet Storm Center

o ICS Cyber Emergency Response Team

o RSA

o National Council of ISACS 

 

  

 

 

 

  

   

    

   

   

   

   

 

 
  

 

 

   

    

   

  

The Corporate Culture and the Importance of Cyber Hygiene

• Bochman, Andy. “The missing chief security officer”

Cybersecurity and Distributed Energy Resources

• USAID-NREL Partnership’s global technical platforms provide free state-of-the-art support on

common critical challenges to scaling up advanced energy systems: REexplorer, Greening the

Grid, I-JEDI, Resilient Energy

• NREL’s Distributed Energy Resource Cybersecurity Framework

• DOE Cyber Security Capability Maturity Model (C2M2)

• Security and Privacy Controls: NIST 800-53 
• Conducting Risk Assessments: NIST 800-30

• Industrial Control System Security: NIST 800-82

• NIST Cybersecurity Framework

• North American Electric Reliability Corporation Critical Infrastructure Protection (NERC CIP)

Standards

• Power Systems Data and Communications Security Standard: International Electrotechnical

Commission (IEC) 62351

Introduction to the Cybersecurity Assessment Methodologies

NIST Cybersecurity Framework Resources

• NIST Cybersecurity Framework Version 1.1

• NIST TN 2051 – Cybersecurity Framework Smart Grid Profile

• NIST and U.S. Coast Guard Maritime Bulk Liquids Transfer Cybersecurity Framework Profile

• NIST IR 8183 – Cybersecurity Framework Manufacturing Profile  

https://www.iso.org/isoiec-27001-information-security.html
https://www.isaca.org/resources/cobit
https://www.nist.gov/cyberframework
https://www.cisecurity.org/
https://pubs.naruc.org/pub/9865ECB8-155D-0A36-311A-9FEFE6DBD077
https://global.ihs.com/doc_detail.cfm?document_name=ISA%2062443%2D2%2D1&item_s_key=00517697
https://www.isa.org/store/ansi/isa-62443-3-3-990303-2013-security-for-industrial-automation-and-control-systems-part-3-3-system-security-requirements-and-security-levels/116785
https://www.nrel.gov/docs/fy20osti/76307.pdf
https://www.energy.gov/sites/prod/files/2014/04/f15/CybersecProcurementLanguage-EnergyDeliverySystems_040714_fin.pdf
http://www.spamhaus.org/
https://isc.sans.edu
http://www.us-cert.gov/ics
http://www.rsa.com/
http://www.nationalisacs.org/
https://medium.com/cxo-magazine/the-missing-chief-security-officer-11979a54fbf9
http://www.re-explorer.org/
http://www.greening/
http://www.greening/
http://www.i-jedi.org/
http://www.resilient-energy.org/
https://www.dercf.nrel.gov/
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.iec.ch/search/?q=62351
https://www.iec.ch/search/?q=62351
https://www.iec.ch/search/?q=62351
https://www.iec.ch/search/?q=62351
https://www.nist.gov/cyberframework/new-framework
https://www.nist.gov/publications/cybersecurity-framework-smart-grid-profile
https://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Maritime_BLT_CSF.pdf?ver=2017-07-19-070544-223
https://csrc.nist.gov/publications/detail/nistir/8183/rev-1/final
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• NIST IR 8183A – Cybersecurity Framework Manufacturing Profile Low Impact Level Example 

Implementations Guide  

C2M2 Resources 

• DOE C2M2 Program  

• DOE Electric Sector Security  

• Axio cybersecurity assessment tools  

• Facility Cybersecurity F-C2M2 Lite Assessment  

EPRI TAM Resources 

• Cyber Security Technical Assessment Methodology, Risk Informed Exploit Sequence 

Identification and Mitigation, Revision 1  

• Cyber Security Technical Assessment Methodology Video  

• Toward a New Risk-Informed Approach to Cyber Security  

• SEL 487E – Protective Relay Reference Cyber Security Data Sheet (CSDS): Cyber Security 

Technical Assessment Methodology Use Case Study (3002017149)  

• Domain Controller Cyber Security Data Sheet (CSDS) Topical Guide (3002015759)  

• Risk Informed Target Level Topical Guide (3002015760)  

• Cyber Security Data Flow Identification and Documentation Topical Guide (3002015761)  

Forging a Cybersecurity Defense for Utilities 

• ICS Vulnerabilities Report: Provides an analysis of ICS-specific vulnerabilities and discusses 

impacts, risks, and mitigation options for defenders 

• ICS Threat Landscape Report: Provides insights on the state of ICS cybersecurity, the latest 

trends and observations of ICS-specific adversaries, and proactive defensive recommendations. 

• Lessons Learned from the Front Lines Report: Provides a synopsis of trends observed within the 

industry and lessons learned from Dragos’ proactive and responsive service engagements 

Energy Sector Threats, Intrusion Detection, & Testing 

• CrowdStrike Endpoint Security Products 

• CrowdStrike, Hybrid Analysis 

• Palo Alto Networks: Electric Utilities  

• GE Digital Ghost: Real-time, active cyber defense 

• MITRE ATT&CK 

• MITRE ATT&CK for ICS 

• SEL Software-Defined Networking  

• SEL, Software-Defined Networking Addresses Control System Requirements (pdf) 

• SEL, Using Software-Defined Networking to Build Modern, Secure IEC 61850-Based Substation 

Automation Systems (pdf)  

• SEL, A Practical Guide to Designing and Deploying OT SDN Networks (pdf)  

• SEL, Improve Protection Communications Network Through Software-Defined Process Bus 

(pdf)  

• SEL, Itaipu Dam uses OT SDN Whitepaper 

• Virus Total 

• SANS, Free Resources  

https://csrc.nist.gov/publications/detail/nistir/8183a/vol-1/final
https://csrc.nist.gov/publications/detail/nistir/8183a/vol-1/final
https://www.energy.gov/ceser/energy-security/cybersecurity-capability-maturity-model-c2m2-program
https://www.energy.gov/ceser/energy-security
https://axio.com/
https://facilitycyber.labworks.org/
https://www.epri.com/research/products/000000003002012752
https://www.epri.com/research/products/000000003002012752
https://www.youtube.com/watch?v=MCNfjGrn-uY
https://eprijournal.com/toward-a-new-risk-informed-approach-to-cyber-security/
https://www.epri.com/#/pages/product/3002017149/
https://www.epri.com/#/pages/product/3002017149/
https://www.epri.com/#/pages/product/3002015759
https://www.epri.com/#/pages/product/3002015760
https://www.epri.com/#/pages/product/3002015761
https://www.dragos.com/review/2019-ics-year-in-review-ics-vulnerabilities/
https://www.dragos.com/review/2019-ics-threat-landscape-and-activity-groups/
https://www.dragos.com/review/2019-lessons-learned/
https://www.crowdstrike.com/endpoint-security-products/
https://www.hybrid-analysis.com/
https://www.paloaltonetworks.com/security-for/industry/electric-utilities
https://www.ge.com/research/offering/digital-ghost-real-time-active-cyber-defense
https://attack.mitre.org/
https://collaborate.mitre.org/attackics/index.php/Main_Page
https://selinc.com/solutions/p/software-defined-network/
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6655_SoftwareDefined_RS_20140423_Web.pdf?v=20200908-183924
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6959_UsingSoftware_AK_20191108_Web.pdf?v=20210222-222201
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6959_UsingSoftware_AK_20191108_Web.pdf?v=20210222-222201
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6911_PracticalGuide_RM_20190131_Web.pdf?v=20210222-222228
https://cms-cdn.selinc.com/assets/Literature/Publications/Technical%20Papers/6805_ImproveProtection_QY_20180126_Web3.pdf?v=20190307-012505
https://selinc.com/mktg/122222/
https://www.virustotal.com/
https://www.sans.org/free
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Industrial Control System (ICS) and SCADA: Risks and Solutions 

• NERC, Security Guidelines for the Electricity Sector: Control System Electronic Connectivity  

• MITRE ATT&CK®  

• Shodan: The search engine for Internet-connected devices  

• North American Transmission Forum, Energy Subsector Supply Chain Risk Questionnaire (MS 

Excel) 

• NIST Zero Trust Architecture SP 800-207 

The Importance of Supply Chain Security 

• NIST Special Publication 800-53, Revision 5, Security and Privacy Controls for Information 

Systems and Organizations  

• SEL, Securing Your Supply Chain: Best Practices from SEL  

• SEL, Quality and SEL Case Study: Empire District Electric Company—Joplin, Missouri 

• National Renewable Energy Laboratory, Guide to the Distributed Energy Resources 

Cybersecurity Framework 

• AuditScripts Critical Security Controls Master Mapping 

• Pacific Northwest national Laboratory, Guide on Cybersecurity Procurement Language in Task 

Order Requests for Proposals for Federal Facilities 

• North American Electric Reliability Corporation, Guideline for the Electricity Sector, Supply 

Chain Procurement Language  

• Edison Electric Institute, Model Procurement Contract Language Addressing Cybersecurity 

Supply Chain Risk 

Cybersecurity Standards and Best Practices: U.S. Standards 

• CIP-002 scoping standard stripped of U.S.-specific tech for USAID 

• The Utility Regulator’s Role in Promoting Cybersecurity: Resilience, Risk Assessment, and 

Standards (collection of ISO, NIST, IEC standards, and NERC CIP) 

• SANS, Securing the Human: security tasks checklist poster 

Cybersecurity Standards and Best Practices: Utilities and ISO 27001 

• ISO 27001:2013: Information technology — Security techniques — Information security 

management systems — Requirements 

• ISO 27002:2013: Information technology — Security techniques — Code of practice for 

information security controls 

• ISO 27019:2017: Information technology — Security techniques — Information security 

controls for the energy utility industry 

• ISO 19011:2018: Guidelines for auditing management systems 

• ISO 31000:2018: Risk management — Guidelines (free) 

• ISO 22301:2019: Security and resilience — Business continuity management systems — 

Requirements (free) 

The Relationship Between Regulators and Power Utilities 

• USAID, Evaluating the Prudency of Cybersecurity Investments 

• EPRI Cyber Security Metrics – A Continuous Process Driving Decisions to Reduce Risk  

https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Control_Systems_Electronic_Connectivity_Guideline.pdf
https://attack.mitre.org/
https://www.shodan.io/
https://www.natf.net/industry-initiatives/supply-chain-industry-coordination
https://csrc.nist.gov/publications/detail/sp/800-207/final
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://cms-cdn.selinc.com/assets/Literature/Product%20Literature/Flyers/Secure%20Supply%20Chain_PF00551.pdf?v=20191210-142120
https://selinc.com/company/quality/
https://cms-cdn.selinc.com/assets/Literature/Publications/Case%20Studies/LCS0034_SELProtective_RB_20161017.pdf?v=20161018-191641
https://www.nrel.gov/docs/fy20osti/75044.pdf
https://www.nrel.gov/docs/fy20osti/75044.pdf
https://www.auditscripts.com/download/2742/
https://www.pnnl.gov/main/publications/external/technical_reports/PNNL-28661.pdf
https://www.pnnl.gov/main/publications/external/technical_reports/PNNL-28661.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Procurement_Language_FINAL.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Procurement_Language_FINAL.pdf
https://www.eei.org/issuesandpolicy/Documents/EEI%20Law%20-%20Model%20Procurement%20Contract%20Language.pdf
https://www.eei.org/issuesandpolicy/Documents/EEI%20Law%20-%20Model%20Procurement%20Contract%20Language.pdf
https://pubs.naruc.org/pub.cfm?id=C3597EE6-155D-0A36-31AC-3F82F33A665B
https://pubs.naruc.org/pub.cfm?id=C3597EE6-155D-0A36-31AC-3F82F33A665B
https://securingthehuman.sans.org/
https://www.iso.org/standard/54534.html
https://www.iso.org/standard/54533.html
https://www.iso.org/standard/68091.html
https://www.iso.org/standard/70017.html
https://www.iso.org/obp/ui#iso:std:iso:31000:ed-2:v1:en
https://www.iso.org/standard/75106.html
https://pdf.usaid.gov/pdf_docs/PA00WKZX.pdf
https://www.epri.com/research/products/000000003002017501
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Communication Strategies for Regulators Before, During, and After Cyber Attacks 

• NARUC. Understanding Cybersecurity Preparedness: Questions for Utilities. June 2019.  

• USAID. EVALUATING THE PRUDENCY OF CYBERSECURITY INVESTMENTS: Guidelines for 

Energy Regulators. May 2020.  

Key Elements of Trusted Collaboration and Information Sharing 

• Electricity Information Sharing and Analysis Center (E-ISAC) 

• NIST Special Publication 800-150. Guide to Cyber Threat Information Sharing 

• U.S. Department of Homeland Security, Cybersecurity and Infrastructure Security Agency: 

Traffic Light Protocol. 

  

https://pubs.naruc.org/pub/3BACB84B-AA8A-0191-61FB-E9546E77F220
https://pdf.usaid.gov/pdf_docs/PA00WKZX.pdf
https://pdf.usaid.gov/pdf_docs/PA00WKZX.pdf
https://www.eisac.com/
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-150.pdf
https://www.cisa.gov/tlp
https://www.cisa.gov/tlp
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Appendix C. Glossary of Key Terms 
There are many glossaries online that contain definitions for terms related to cybersecurity. 

Organizations that feature prominently in this Handbook have published and maintained glossaries, 

including NIST, SANS, and NARUC. Those glossaries contain many more terms than this appendix, 

which provides definitions for several key terms and concepts used throughout this Handbook. 

Corporate Culture—Corporate culture refers to the shared values, attitudes, standards, and beliefs 

that characterize members of an organization and define its nature. The corporate culture is rooted in 

an organization’s goals, strategies, structure, and approaches to labor, customers, investors, and the 

greater community. 

Cyber Hygiene—A set of “basic” cybersecurity controls that are widely regarded as best practices to 

implement such as network segmentation, requiring strong passwords, and limiting access to minimum 

necessary. 

Cybersecurity Assessment—A rigorous evaluation of an organization’s cybersecurity assets, 

capabilities, and practices. Assessments typically evaluate the current state of the cybersecurity program, 

but may also help to identify a goal state, and the gaps between the two. 

Cybersecurity Controls—The policies, procedures, and technologies used to enact cyber defense. 

Endpoint—A computer or other networked device at the end of the network. More broadly, an 

endpoint can be anything that connects to your internal network or the Internet, including sensors and 

IoT devices. 

Human-Machine Interface—“The hardware or software through which an operator interacts with a 

controller. An HMI can range from a physical control panel with buttons and indicator lights to an 

industrial PC with a color graphics display running dedicated HMI software.” (NIST) 

Industrial Control Systems (ICS)—“An information system used to control industrial processes 

such as manufacturing, product handling, production, and distribution. Industrial control systems include 

supervisory control and data acquisition (SCADA) systems used to control geographically dispersed 

assets, as well as distributed control systems (DCSs) and smaller control systems using programmable 

logic controllers to control localized processes.” (NIST) 

Information Technology (IT)—The systems, computers, servers, networks, and related equipment 

that enable the storage, management, processing, and transfer of data. 

Internet-of-Things (IoT)— Network connected devices typically with limited computing capabilities 

designed for specific purpose (e.g., a smart thermostat). Industrial IoT devices provide this type purpose-

driven intelligence and connectivity in industrial operations. 

Network Protocol—The specific “language” that software and hardware use to communicate across a 

network with the software and hardware on other machines. Most Internet communications are based 

on TCP/IP (Transmission Control Protocol/Internet Protocol). Common protocols in ICS settings 

include Modbus and DNP3, but there are many others. 

Operational Technology (OT)—The systems and devices that control the physical operation of 

delivering products and services. In electric power utilities, OT control the generation, transmission, and 

distribution of electric power as well as the supporting monitoring and safety functions. 

https://csrc.nist.gov/glossary
https://www.sans.org/security-resources/glossary-of-terms
https://www.naruc.org/cpi-1/critical-infrastructure-cybersecurity-and-resilience/cybersecurity/cybersecurity-glossary/
https://csrc.nist.gov/glossary/term/human_machine_interface
https://csrc.nist.gov/glossary/term/industrial_control_system
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Supervisory Control and Data Acquisition (SCADA) Systems—"A generic name for a 

computerized system that is capable of gathering and processing data and applying operational controls 

over long distances. Typical uses include power transmission and distribution and pipeline systems. 

SCADA was designed for the unique communication challenges (e.g., delays, data integrity) posed by the 

various media that must be used, such as phone lines, microwave, and satellite. Usually shared rather 

than dedicated.” (NIST) 

 

https://csrc.nist.gov/glossary/term/supervisory_control_and_data_acquisition
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